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Abstract
The internet of things aims to assign computational processing and connection to simple objects on a network to collectdata and then perform analysis. However, due to its easy use, the simplified implementation has several informationsecurity problems. This paper presents attack procedures in an internet of things environment using the MessageQueue Telemetry Transport protocol. We use the Low Orbit Ion Cannon and Wireshark programs for attack procedures,compromising the integrity, confidentiality, and availability of data and network connection. After carrying out theattack procedures, we implemented security methods on the network, such as data encryption and firewall, to protectdata integrity and prevent network connection attacks.
Keywords: Encryption; firewall; information security; internet of Things; MQTT.
Resumo
A internet das coisas tem como objetivo atribuir a objetos simples um pouco de poder de processamento computacionale conexão com uma rede para coletar dados e, em seguida, realizar análises. Contudo, devido à facilidade de uso,a implementação simplificada apresenta diversos problemas de segurança da informação. Este artigo apresentaprocedimentos de ataque em um ambiente na internet das coisas usando o protocolo Message Queue TelemetryTransport. Nós usamos os programas Low Orbit Ion Cannon e Wireshark para procedimentos de ataque, comprometendoa integridade, confidencialidade e disponibilidade de dados e da conexão de rede. Após realizar os procedimentos deataque, implementamos métodos de segurança na rede, como criptografia de dados e firewall, para proteger a integridadedos dados e evitar ataques à conexão de rede.
Palavras-Chave: Encriptação; firewall; internet das coisas; MQTT; segurança da informação.

1 Introduction

The Internet of Things (IoT) is a concept that has beenin evidence today. In short, the IoT aims to connectsimple objects with little computational power for dataprocessing and information collection (Sinha et al., 2017).The concept of IoT has recently gained prominence asthe ability to include data processing into simple objects.With IoT, it is possible to gather information to analyzethe information that travels between objects and make amore assertive decision making, generating more positiveresults (da Cunha et al., 2016). This large set of data stored,analyzed, and processed by institutions is called Big

Data, a concept that, along with IoT, has acquired muchrelevance in academia and the market due to the positivehistory of use (Jung et al., 2019, Yadav and Vishwakarma,2018).
With the advancement of research and technology,the IoT network has become widespread in severaldifferent application segments, such as restaurants,commerce, agriculture, academic research, and othersegments (Dholu and Ghodinde, 2018, Alghamdi, 2019,Mekruksavanich, 2019). Most of these activities use awireless network due to its practicality. However, whencombining this interest in implementation and ease ofimplementation, many IoT networks fall short in data
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security, which is a failure during its implementation(Chen and Erfani, 2017). The lack of data traffic securityallows attacks in several ways to capture sensitive dataor interfere with the stored dataset, compromising itsanalysis.
For creating a connection between simple objects, suchas stoves and refrigerators, these objects must have somedata processing capacity, such as microcontrollers andsensors, along with a wireless network connection. Thesecomponents are necessary for reading and exchanginginformation (Samsudin et al., 2018). This networkfostered the exchange of information works with rulesfor communication, which are called communicationprotocols (Rouse, 2020). In the TCP/IP protocol stack,most IoT protocols are in the application layer, as shownin Fig. 1.

Figure 1: Illustration of the layers of the TCP / IP model.Adapted from Lopez (2003).
One of the most used protocols in an IoT network isMessage Queuing Telemetry Transport (MQTT), as itis a protocol with low memory usage, low processingdemand, and low bandwidth consumption (Yassein et al.,2017). IBM created the MQTT protocol to be a lightweightprotocol, guaranteeing messages with data delivery, usingsmall computational power, and high latency in thenetwork (Yuan, 2017). It operates using messages betweenthe publisher, the broker, and the client (subscriber).
In practice, the publisher generates the data and sendsit through topics to the broker, who acts as the controllerwho signs the published data. Once published in thebroker, the client sends the data’s topic, subscribing to thepublication and obtaining the data sent from the publisher(Cope, 2019).

Next, Fig. 2 illustrates the exchange of messagesbetween the publisher and the client, with the topicscontrolled by a broker.

Figure 2: Illustration of the functioning of the MQTTprotocol. Source: (da Cunha et al., 2016).
According to the presented context, this paper aimsto demonstrate the MQTT protocol’s fragility whenimplemented in an IoT network in the usual way. Thus,when using specific procedures to capture the data thattravel on the network, we show that it is possible tocompromise the customer’s data.We organized the rest of this paper as follows. Section 2discusses some concepts regarding this work, andSection 3 presents a literature survey. Besides, Section 4describes the methodology used to expose weaknessesand indicate solutions. Section 5 details the experimentsand results. Finally, Section 6 shows the conclusions ofthis research.

2 Literature review

For this work’s positioning concerning the others, wedid a literature survey of the most relevant works in thearea. However, first, we discuss the concepts that underlieIoT and the aspects related to security in the followingsections.
2.1 Internet of Things

At the beginning of the discussion, in 1982, theInternational Telecommunication Union (2012) describedthe IoT as a global information infrastructure, whichenables advanced services through the interconnection(physical and virtual) of objects based on information andcommunication technologies interoperable and evolving.For this infrastructure to become real, it is necessaryto explore the identification, data capture, processing,and communication resources, which we can see as smalldata packages for a large set of nodes. Later, practitionersconsidered that there were more objects connected to theinternet with IoT than people. Cisco Systems estimatedthat in 2009 the proportion of connected objects to people
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would increase, and that number will gradually increasein the following years (Raji, 1994).The Internet of Things is an evolving concept. As such,it intends to cover several areas of research since theconnection of devices to wide area networks or local areanetworks (LAN) becomes very simple, making activitiesthat require specific monitoring or constant reading ofdata performs more efficiently and safely (Anil, 2016).Usually, an IoT system uses an application layerprotocol, such as MQTT, to transport light data, reducenetwork latency, and treat several devices connected tothe IoT network. Besides, processing resources must belimited to avoid overloading them, supplying the data to aserver with greater processing power to provide data onobjects (Navani et al., 2017). For creating an IoT network,someone must use a sensor for data collection, a controller,and a client that will process the data, such as a desktopor smartphone.
2.2 Message Queuing Telemetry Transport

Protocol

After creating the IoT network, one of the means of datatransmission is using the Message Queuing TelemetryTransport (MQTT) protocol. Created by IBM in the 90s,this protocol allows data exchange between an object andother devices connected to a network. Moreover, it iscapable of operating on limited hardware and networkswith high latency.In the MQTT protocol, the sensor and clients transferdata via topics. Assuming that several sensors and clientsexist, the identifier will be the topic informed whensending data to the broker. For instance, in the type“publisher” topic, the object data is made available toall devices that subscribe to that topic. Therefore, it isnecessary to use the “publisher” function to carry out thetransfer. Then the publisher sends the data to the brokerresponsible for receiving and relaying the data. Finally,the function “subscriber” receives the data, identifyingthe data path and selecting it in the broker.The TCP protocol with authentication and encryptionoptions establishes the connection with the broker. Theentire connection process determines the desired Qualityof Service (QoS), indicating the relationship between clientcommunication and a broker (Shinho Lee et al., 2013).Therefore, we may use one of the following three QoSlevels:
• QoS 0 (maximum once): This service has no messagedelivery confirmation. Also, it does not store themessage for future retransmissions.• QoS 1 (at least once): In this service, there is a messagedelivery confirmation. Therefore, it can generateequal messages, depending on the non-confirmationof delivery, until it receives a confirmation of themessage’s delivery.• QoS 2 (exactly once): It ensures delivery of the messageonly once, with confirmation in both directions oftraffic. As long as the message is not confirmed, thesender keeps it.

The server sent a connack message answering a client’sconnect message for a connection between client andserver. If the message from the client does not reach theserver, the connection must be closed.If the client does not receive the return message, hemust restart the session by making a new request to theserver and issuing a message. This rule includes messagesthat provide invalid protocol names or protocol versionnumbers.If the server can perform a connection messageanalysis, it can return a message stating the connectionerror before ending the session with the client (OASISStandard, 2019).
2.3 Information Security Test Procedures

After implementing the test environment, we will performnetwork attack procedures, which will focus on the dataand the connection between the publisher and the broker.Finally, we describe the techniques we will use in thefollowing sections.
2.3.1 Denial of Service MethodThis type of attack aims to establish the connection tosome point on the network inaccessible, obstructing thepassage of data through the network. In addition, it ispossible to overload any point on the network with datapackets, such as the data collection sensor, impairing thesending of information to the next hop. For this procedure,there are specialized programs, most frequently foundin the Kali Linux operating system, a Linux distributionmade for information security (Chen et al., 2018).A more elaborate tactic for the denial of serviceattack is the Distributed Denial of Service (DDoS). Thistactic comprises a “boss” computer and several zombiecomputers connected to the “boss”. When the moment ofservice attack is determined, zombie computers send datapackets to a specific service. As a result, the service maynot handle the load of requests per session and becomeunusable since every service, such as the page serverson the web, for example, has a maximum data load limit(Nagpal et al., 2015).
2.3.2 Capture of network data packetsAnother type of attack resource is to perform a networkfragility analysis, such as obtaining an access passwordand, using specific tools, capturing data packets thattravel on the network, obtaining the data, which may beconfidential or sensitive information. For this procedure,a sniffer program, such as Wireshark, is generally usedto intercept and register data packets that travel on thenetwork and subsequently evaluate the content (Das andTuna, 2017). With the knowledge of the topic used in anIoT network implemented simply, it is possible to use afake publisher and inject fictitious data, compromisingthe collected dataset’s analysis (Andy et al., 2017).As stated before, one of the focuses of attacks on anIoT network can be to obtain the data that travels on thenetwork to record sensitive data or make the networkunusable. The work from Andy et al. (2017) demonstratesthat an IoT-based network with the MQTT’s protocol
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implementation is superficial, as there is no security toolavailable, only an authentication tool.
With many devices and networks installed, this typeof IoT network using the MQTT protocol is vulnerable toattacks. In the first scenario, the attack occurs so thatthe subscriber uses a generic topic, using the symbol“#”, to subscribe to all possible topics connected to thebroker, obtaining sensitive data. Fig. 3 illustrates theattack scenario.

Figure 3: Typical scenario of an attack. Source: (Andyet al., 2017).
It is also possible to perform a reverse attack. It meansthat, instead of collecting sensitive data using the symbol“#”, it is possible to inject data into a broker, using the“publisher” function, informing false data to the brokerand the possible reading of the topic by a subscriber.
We can perform the presented scenarios in a publicIoT network if that network does not have authentication.That is because, in an IoT network using the MQTTprotocol, authentication is not mandatory. Assuming thatthe attacker connects to the IoT network, he can analyzethe data that travels on the network.
In this scenario, we used the Wireshark to verify thedata that travels on the network, exploring the MQTTpackage’s privacy and integrity. By definition, MQTT doesnot have data encryption. As a result, the attacker cansoon quickly check the data that travels over the network,according to the screen illustrated in Fig. 4.

Figure 4: Adaptation of the figure presented in Andy et al.(2017), with attack on broker using Wireshark.
Although authentication in the IoT network is notmandatory using the MQTT protocol, using a user andpassword to authenticate with the broker is possible.Assuming the attacker is on the same network as the

publisher, one can analyze the network and check thedata packets sent to the broker that contain authentication.Within this data package, authentication data is entered intext form by default if there is no encryption by networkadministrators. Fig. 5 illustrates the connect packagecollection in the broker, containing the user and passworddata.

Figure 5: Demonstration of the connect package sent tobroker for authentication. Source: (Andy et al., 2017).
Another way to attack the data packets’ integrity is tochange the data traveling between the publisher and thebroker. To perform this procedure, one can change thename of the topic published by another and perform a filterso that the subscriber reads the false topic’s data. Fig. 6illustrates how we can do a fake topic using the Etterfilterapplication (Debian.org, 2020).

Figure 6: MQTT topic change and creation under anothername. Source: (Andy et al., 2017).
After that, using an Etterfilter interface, the attacker,connected to the network, modifies the packet and sendsit to the attacked computer. Fig. 7 informs that thesubscriber received the changed topic.As indicated, it is possible to use attack methodson data packets that travel on an IoT network andcompromise its connection when someone implementsthe IoT network without precautions. The followingsection will demonstrate the testing environment, theexperiments carried out, and the results obtained.

3 Related works

Harsha et al. (2018) analyze how security breaches inthe use of the MQTT protocol and demonstrate theimplementation of security measures using authorization
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Figure 7: Demonstration of the reading of the alteredpackage made by the subscriber. Source: (Andy et al.,2017).
and authorization techniques. Besides, that workaddresses some adversities in the use of the MQTTprotocol. Among them, as any customer can subscribeor publish any topic, they explore how to resend lostmessages is challenging since there is no access controlmechanism or other barriers. Therefore, this workuses Wireshark software to carry out an analysis andmonitoring of data packages.

The work indicated that publisher authenticationis important, making the broker less vulnerable tounauthorized publishers. Fig. 8 illustrates an attempt toauthenticate in the broker with incorrect credentials.

Figure 8: Attempted client authentication failure. Source:(Harsha et al., 2018).
To carry out and prevent non-authenticatedpublications, the authors configured the authenticationoption, limiting publications to customers who haveaccess. Fig. 9 shows the authentication credentials inWireshark’s log.

Figure 9: Client authentication on broker usingcredentials. Source: (Harsha et al., 2018).

It is possible to use encryption on the data andTransport Layer Security or Secure Sockets Layer onport 8883 to overcome this vulnerability. That proceduremakes data transmission over a secure connection.However, overhead can occur when there are frequentreconnections to the broker.
As a resource, we can use the Access Control List (ACL)– a list configured in the broker, with authorized usersfor publishing data. For example, the first red rectangle ofFig. 10 shows a customer posting on a topic that has access.In the second rectangle, the same customer tries to postto another topic. This one, however, is refused.

Figure 10: Authorization to publish topics on the broker.Source: Harsha et al. (2018).
Harsha et al. (2018) show that it is possible to createa list of authenticated clients in the broker for datapublishing permission. However, it is still possible tocapture the customer’s name using Wireshark whensending publisher authentication. Furthermore, it ispossible to use encryption to guarantee the integrity andconfidentiality of the data. Our method shows that onlythe client can access authentic data using this procedure.
Another attack on MQTT is the denial of serviceprocedure, as shown in Section 2. In Firdous et al.(2017), the authors show that mobile devices are attractivefor performing hacking procedures, as they are alwaysconnected to the internet and can be controlled remotely.Another attractive target are web pages.
The work from Firdous et al. (2017) illustrates somescenarios of an attack on MQTT. Among them are thefollowing:

• A user can create multiple TCP sessions in a broker,overloading and depleting the broker’s resources.• A user can send multiple CONNECT packages to thebroker, overloading and depleting their resources.• A user with privileges to send data packets can sendmany packages to the broker, overloading and depletingresources.• An internal user can obtain access’ data and makemalicious publications, compromising the study’sresults.• A user with access information can obtain sensitive datafor a specific group of customers.
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The mentioned procedures can be challenged withsome information security implementation techniques,such as firewall, data encryption, and ACL to broker. InFirdous et al. (2017), the authors used the denial of serviceprocedure using a virtual machine. The authors sent twothousand messages of type “publishers” in the proposedexperiment, locking the broker for 30 seconds. Fig. 11shows that the CPU load increased, reaching a peak of100% utilization.

Figure 11: Peak usage of 100% of broker. Source: (Firdouset al., 2017).
An attack with TCP SYN packets is launched to overloadthe network bandwidth, increasing the network transferrate to 300 MB/s, as shown in Fig. 12.

Figure 12: Increased network throughput. Source:(Firdous et al., 2017).
Despite Firdous et al. (2017) show a practical applicationof the denial of service procedure, the authors restrict theprocedure to a single application. Thus, it is different fromthis paper, which handles other forms of attack on theMQTT protocol, such as sending false data to the brokerand presenting security techniques, such as encryption inthe transmission of data.In Potrino et al. (2019), the authors model and evaluatean information security system to mitigate the damageof a denial of service attack using an intrusion detectionsystem (IDS), which applies a policy of discarding packetsnot authorized in the MQTT protocol. One can use theIDS to monitor only one server or leave a secure network.Constant monitoring and analysis of the network arenecessary for its use, allowing quick decisions when thesystem detects an attack.The data monitored by sensor nodes are sentperiodically to the nebulizer node using the MQTTprotocol. Thus, it is possible to accept some packetswith limited frequency, monitor the buffer’s integrity,

prioritize to authorized topics, and identify attackingnodes. Contrary to this work, Potrino et al. (2019)demonstrates a firewall’s implementation to contain adenial of service attack.In Chifor et al. (2017), the authors designed the securityfor the MQTT protocol, protecting messages against DoSattacks. The scenario is a smart city transport system. Abase station receives messages from sensors, trusted andunreliable vehicles, aggregates the data, and transmits itto the cloud. Untrusted vehicles can provide helpful trafficinformation, but malicious devices can easily interruptcommunication between the base station and trustedvehicles.Chifor et al. (2017) propose dividing MQTT into twoseparate channels, one for data and one for securitycontrol. A device authenticates with the broker andreports message delays or applies security policies in thesecurity channel. Then, if multiple authenticated devicesreport MQTT message delays, the broker will discardmessages transmitted by unauthorized devices until theoverall network delay is resolved. Fig. 13 illustrates thearchitecture of the MQTT division.

Figure 13: architecture of the MQTT division. Source:(Chifor et al., 2017).
We did a simulation to verify the consequence of delayedmessages. In this simulation, several clients bulk sendmessages to a broker.Furthermore, in the experiment, we found that theaverage delay time in the network increases dramatically.Because of this situation, the broker will discard messagesfrom unauthorized clients and analyze network securitypolicies. Thus, this study shows a more compleximplementation of the MQTT protocol, different from theenvironment proposed by the paper, which analyzes thesecurity of the MQTT protocol implemented in a simplifiedway.In agreement with the works presented in thissection, the study on information security using theMQTT protocol is quite extensive. In addition to attackprocedures, this paper demonstrates the implementationof methods to make attacks more difficult. Section 4presents the research methodology adopted in this work,showing the concepts and methods we used.
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4 Research Methodology

Focusing on the security analysis of the implementationof the MQTT protocol, this paper demonstrates thatthe protocol’s security service quality is not satisfactory,containing loopholes that can be exploited to interceptdata and create connection problems between objects in anIoT network. After the attack procedures described in theprevious sections, we will implement security methods ina network, reducing a common IoT network’s loopholes.
To achieve the aforementioned objectives, attackprocedures will be carried out within the informationsecurity concept, focused on transmitting data betweenthe publisher and the broker. The purpose of the attackprocedures is to disable the connection between thepublisher and broker, capture data packets, and sendfake data packets. After the tests, we present the results’analyses.
One of the procedures, focusing on the connectionbetween the devices, is the Denial of Service (DoS). Thatis a widespread method among attacks to interrupt asystem’s network connection, making it impossible touse. This practice is prevalent to prevent access to a webpage (Chen et al., 2018).
To obtain data traveling on the network, we used themethod of capturing and analyzing packets, also knownas sniffing packets. Somebody can use this method tointercept, catalog, and even decrypt data packets thattravel over a network (Dawson and McDonald, 2016).
After executing of the attack procedures mentionedearlier, we will implement a firewall in the broker andthe publisher, increasing the difficulty of renderingthe connection unusable. Besides, we shall implementdata encryption, preventing packet interception, andperforming an analysis of possible false data withoutcompromising it.
After the security implementations, we carried out newIoT network attack tests, a new analysis of the results, andcompared the results obtained before implementing bettersecurity measures.
We used an IoT network implementing the MQTTprotocol to perform the procedures through the Pythonprogramming language (Nagpal and Gabrani, 2019, Loet al., 2015).
This IoT network is composed of a smartphoneacting as a client. The customer signs the data for aRaspberry Pi3 card containing a DHT11 temperature andhumidity sensor, acting as a publisher (Sharmila et al.,2019). Besides, there is a notebook acting as a brokerthrough the implementation of Mosquitto and a messagecontroller program created to act as a broker in networkimplementations that use the MQTT protocol (Martins,2019).
In addition to the equipment reported for that IoTnetwork, we used a notebook with a Kali Linux operatingsystem (OS) since it is an OS with several pre-installedsoftware to test information security (Al Neyadi et al.,2020). Fig. 14 illustrates the testing environment.

Figure 14: Test environment created for proceduresrelated to the concept of information security.
5 Experiments and Results
This section demonstrates the implementation ofinformation security concepts, both in attacking data andimplementing security applications on the proposed IoTnetwork. After the experiments, we discuss the analysisof the results, indicating the MQTT protocol’s weaknesswhen implemented in an incautious way.
5.1 Attack Procedures

This section will cover some attack strategies, includingDenial of Service, data packet capture and encryption, andsending incorrect data packets.
5.1.1 Denial of ServiceTo apply the denial of service concept, a relatively largeamount of data packets must be sent to the target, causingthe bandwidth to experience very high latency in theconnection, leading to loss of connection to the network(Liang et al., 2016).In the proposed experiment, the targets for the denialof service procedure were the publisher containing theDHT11 sensor and the broker. We used the Low Orbit IonCannon (LOIC) program to carry out the attack. LOIC isan open-source program written in the C# programminglanguage, aimed at a denial of service attack to test thenetwork’s quality (Patil et al., 2018). LOIC sends a largevolume of User Datagram Protocol (UDP) request packets,overloading the target, causing it to stop responding toauthentic requests.Fig. 15 illustrates the configuration of the LOIC toperform the denial of service. First, we configured thetarget for the publisher’s IP and later for the broker, bothusing port 1883. The request uses the UDP protocol and,due to hardware limitation, we use five tasks or threadsfor carrying out the procedure.Figs. 16 and 17 show the loss of connection between thepublisher and broker in the network, interrupting the dataflow to the client.As shown, the denial of service procedure achieved itsobjective in the IoT environment by implementing theMQTT protocol. Both attacks took 5 seconds, with a totalof 2,132,072 and 3,176,341 requests, respectively, to reachthe goal.



90 Silveira & Gradvohl | Revista Brasileira de Computação Aplicada (2021), v.13, n.2, pp.83–95

Figure 15: Default configuration of the LOIC program.

Figure 16: Demonstration of loss of connection with thepublisher through the PING test.

Figure 17: Demonstration of the loss of connection withbroker through the PING test.
5.1.2 Data Packet CaptureWith specialized software, we perform methods foranalyzing and capturing packets to obtain data withsensitive information. The best-known and most usedsoftware is Wireshark, as it has a simplified and easy-to-use interface (Wang et al., 2010, Das and Tuna, 2017).In the experiment, Wireshark runs on the notebookand monitors the wireless network, registering all packetsthat travel on the network. It is possible to configure theWireshark filter to display only the MQTT protocol. Afterconfiguring the filter, the program saves and interprets

the data packets captured on the network, revealing thedata sent from the publisher to the broker, including accesscredentials to the broker.Fig. 18 shows the credentials visible in the Wiresharkwhen checking the connection line between the publisherand the broker. Also, Wireshark show when the publishersends the credentials to the broker requesting theconnection.

Figure 18: Capture packets with authenticationcredentials, using the Wireshark.
Fig. 19 shows the publisher’s data after checking theline containing the topic in transit on the network. Thatis a severe security breach, as it is possible to obtainauthentication data from the broker. However, dependingon the context of the implementation of the IoT network,the data sent to the broker may be confidential and shouldnot be exposed to registration and analysis.

Figure 19: Capture of packages containing data sent fromthe publisher.

5.1.3 Sending incorrect data packetsAnother advantage the attacker used is knowing theconnection data, and the topic used to transmit thepublisher’s data. We can obtain this knowledge throughtools aimed at capturing packets, previously mentioned.
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After the intercepted packages’ registration andanalysis, it is possible to create an illusory publisherand send false data, impairing decision-making over thecollected data set.
Fig. 18 illustrated the capture of data packets sentfrom the publisher with authentication credentials,allowing incorrect data to be sent to the broker using anunaccredited publisher (da Silveira, 2020).
Fig. 20 shows that the customer received the false datasent, characterized by the temperature value 31,000 andhumidity 21,000. As the subscriber receives the falsedata, the analysis and interpretation may contain errors,harming the whole experiment.

Figure 20: Demonstration that the customer signed thefalse data, sent by a non-authentic publisher.

5.2 Security measures

Following, we will discuss some strategies for increasingdevice security for IoT.
5.2.1 Data packet traffic encryptionData encryption is a widely used technique for protectingdata transmitted over a network (Carracedo et al., 2018).In this system, clients used a security key that only thepublisher and an authentic subscriber have. Therefore, itis necessary to use the security key to read the data (Oakand Daruwala, 2018).Fig. 21 shows that an attacker using the Wiresharksoftware can still obtain the topic name. However, it isno longer possible to read the original data sent by thepublisher. Instead, when reading the original data, itshows the encrypted data.

Figure 21: Capturing packages with data sent from thepublisher.

5.2.2 FirewallA firewall is composed of software or even hardware,intending to implement security policies at a certain pointin the network (Gupta et al., 2017). We can use the firewallto filter and analyze the data packets that travel on thenetwork. We can also implement it via proxy, where ithandles all requests and then sends them to the server (LaCruz and Goyzueta, 2016). An application firewall (WAF),widely used in web applications, creates a barrier betweenthe business and the internet, filtering and blockingunauthorized access (Clincy and Shahriar, 2018).For this application, we used the UncomplicatedFirewall (UFW), a firewall rules management interfacethat uses command lines and is available for Arch Linux,Debian, and Ubuntu distributions. In practice, UFW allowssecurity rules and policies through commands in the Linuxterminal (Krout, 2019).For the protection of denial of service attacks, twosecurity policies can be implemented, for example. Thefirst is to identify the attacker’s IP and deny the receiptof data packets, as shown in Fig. 22. Another policy is tolimit the volume of receipt of all data packets of a particulartype of protocol, such as UDP, not allowing the target’sresources to be rendered unusable. Fig. 23 illustrates the
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data limitation rule of the UDP type, implemented in theUFW of a broker.

Figure 22: Denial of UFW packet received from a given IPaddress.

Figure 23: Limitation of data packets received from theUDP protocol type.

5.3 Analysis of Results

Implementing the MQTT protocol presents a particularweakness for attacks when implemented in a simplifiedway, both in connecting devices and reading data travelingon the network. Therefore, we implemented methods tomake the IoT network less fragile. That is, to identifyand hinder attacks carried out by an external agent, suchas data encryption and firewalls. After we carried outthe attacks, we demonstrated that it is easily possible tosucceed in an IoT network implemented in a simplifiedway.

With the data encryption method’s adhesion, it is nolonger possible to read the data, as the interpretationis impractical. Using a firewall, we kept the networkconnection stable, denying the connection to a specificIP and limiting the volume of data packets received.

6 Conclusion
An IoT network with the simplified implementation of theMQTT protocol has vulnerabilities that can be exploited inseveral different ways, compromising the confidentiality,integrity, and availability of data, impairing all work andanalysis of results. However, using some resources in thenetwork’s installation and configuration, it is possible tomake it more robust using information security policies.Furthermore, it is possible to prevent the presentedvulnerabilities, such as using encryption for the dataand implementing a firewall to stabilize the networkconnection.
6.1 Future Works

We will focus on implementing the IoT network’sinformation security methods using the MQTT protocol,for future works. Such methods will concentrate on thefollowing actions.
• Implement and make available an installation fileor source code extraction of complete projects forimplementing the MQTT protocol. The publisher,subscriber, and broker already have the appropriatesecurity methods inserted, such as encryption andauthentication mechanism.• Perform scalability studies of the environment, addingseveral sensors at different credential levels, leavingsome data more exposed to public access and othersmore confidential.• Check the cost to implement a more robust informationsecurity system in the IoT network, depending on thedata’s criticality.• Conduct a survey and study the broker’s availability inthe cloud, where only the publisher and subscriber’simplementation in the IoT network is required.
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