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Abstract
Allowing information exchange and cooperation among distributed and heterogeneous systems is importantin the eHealth �eld. Development of interoperability standards and an approach based on Electronic HealthRecord (EHR) led to a signi�cant evolution in this �eld. However, it has not yet been possible to �nd technicalinteroperability solutions among EHR systems for public health organizations in Brazil. In recent years, manyresearchers have faced the interoperability problem and have provided solutions, like interoperability modelsor architectures, based on di�erent standards and technologies. This work presents a study of architecturesproposed in the literature and selects one of them, using the AHP method, to support technical interoperabilityamong EHR systems in Brazilian public health organizations. The architecture was selected according to thecurrent scenario of eHealth in Brazil and in compliance with Brazilian legislation. A scenario of use of thisarchitecture is also presented, where it is possible to perceive the feasibility of its application in the context ofthe Brazilian public health organizations. This application allows providing technical interoperability amongisolated EHR systems that currently operate in health organizations and the sharing of EHR between them. Italso shows that the architecture is generic enough to be adopted by diverse cities and �exible to changes,which allows adapting it to reduce costs, making its use possible in Brazil.
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Resumo
Permitir a troca de informações e a cooperação entre sistemas distribuídos e heterogêneos é importante nocampo da eSaúde. O desenvolvimento de padrões de interoperabilidade e uma abordagem baseada no RegistroEletrônico de Saúde (RES) levaram a uma evolução signi�cativa neste campo. No entanto, ainda não foipossível encontrar soluções de interoperabilidade técnica entre os sistemas RES para organizações públicas desaúde no Brasil. Nos últimos anos, muitos pesquisadores enfrentaram o problema de interoperabilidade eforneceram soluções, como modelos de interoperabilidade ou arquiteturas, baseadas em diferentes padrões etecnologias. Este trabalho apresenta um estudo das principais arquiteturas propostas na literatura e selecionauma delas, usando o método AHP, para apoiar a interoperabilidade técnica entre sistemas RES em organizaçõespúblicas de saúde brasileiras. A arquitetura foi selecionada de acordo com o cenário atual de eSaúde no Brasile em conformidade com a legislação brasileira. Um cenário de uso também é apresentado para demonstrar aviabilidade da aplicação dessa arquitetura no contexto das organizações públicas de saúde brasileiras. Essaaplicação permite fornecer interoperabilidade técnica entre sistemas RES isolados que atualmente operam emorganizações de sáúde e o compartilhamento de RES entre eles. Também mostra que a arquitetura é genéricao su�ciente para ser adotada por diversas cidades e �exível a mudanças, o que permite adaptá-la para reduzircustos, viabilizando seu uso no Brasil.
Palavras-Chave: Arquitetura de interoperabilidade; eSaúde; interoperabilidade técnica; registro eletrônico desaúde; sistemas RES
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1 Introduction
Interoperability is essential in health systemssince it enables their cooperation through dataexchange in order to extract invaluable informationto support treatment and monitoring of citizens’health. However, it is still a problem inBrazil. Computerization process in Brazilian healthpublic organizations occurred in a disorderly way,and systems were developed without regardinginteroperability. Nowadays, isolated systemsoperating concomitantly, including legacy systems,are easily found. Sharing and integration of healthinformation are inhibited in this context, and dataduplication is everywhere, such as the registrationof a patient, leading to data redundancy and rework(Andrade et al.; 2013).
Technical interoperability, which addressesinterconnection between systems withinteroperability standards, is a key factor inmaintaining interoperable information systems.We highlight systems that deal with clinicaldocumentation regarding a patient, i.e., deal withElectronic Health Record (EHR). EHR is a repositoryof information about the health of individuals, inan electronically processable form, being the EHRsystems “systems for registration, retrieval, andmanipulation of information from an EHR" (ISO;2011).
In recent years, several technical interoperabilitysolutions for EHR systems have been proposed, suchas Hosseini et al. (2014) and Crichton et al. (2013).They are models or systems architectures, whichmake use of di�erent technologies and paradigms.However, in this research, conducted from August2015 to March 2017, it was not possible to �nd studiesthat indicate technical interoperability solutionsamong EHR systems speci�c to Brazilian publichealth organizations.
This work proposes an architecture to providetechnical interoperability among EHR systems inBrazilian public health organizations based on anevaluation of di�erent interoperability architecturesproposed in the literature. It is also presented ause case scenario, where it is possible to perceivethe viability of the architecture application in suchorganizations.
Section 2 discusses related works. Section 3presents an overview of eHealth in Brazil. Section4 discusses the health interoperability architecturesresearched. Sections 5 and 6 present, respectively,the results of the evaluation of these architecturesand the architecture proposed. Section 7 presentsconclusions and future work.

2 Related Work
In the literature review, no works were foundproposing an architecture to support theinteroperability between EHR systems for Brazilianpublic health organizations. Thus, in this section twoworks that present revisions of proposed solutionsto support the interoperability between healthinformation systems are described.
Siqueira et al. (2016) present a literature reviewelaborated to �nd out in what form and in what

contexts SOA (Service-Oriented Architecture) isapplied to guarantee the interoperability of healthinformation systems. The authors note that allthe papers that present proposals make use ofweb services in order to make feasible the use ofSOA. They also highlight the concern to guaranteethe interoperability among legacy systems duringthe approaches analysis. The paper analyzesthe interoperability of health information systemsin general including, for example, intelligenthome/environment systems and sensor networkintegration systems and not just systems that dealwith EHR, the focus of this work. It is also notintended to select one approach for some speci�cpurpose.
Hammami et al. (2014) highlight the works thatthey consider most relevant to the interoperabilityof health information systems and presenta comparative study of the three most usedtechnologies: ontology, SOA and cloud computing.The authors’ proposal is to merge these technologiesto develop an interoperable health informationsystem. The focus is semantic and not technicalinteroperability, and the comparison of thetechnologies used by the selected approaches. Inaddition, the authors analyze papers that deal withthe interoperability of health information systems ingeneral, as well as the work of Siqueira et al. (2016).Therefore, the aim of the authors is not to proposean interoperability architecture but a system.
The results presented in these two works di�er inscope and objective of the results presented in thiswork. While the two related works have a widerscope, with the revision including other sorts ofhealth information systems, this work has a speci�cfocus on EHR systems, with the objective of selectinga technical interoperability architecture targeted tothese systems. None of the related works aims topropose a technical interoperability architecture, inparticular for the Brazilian eHealth scenario, as thiswork proposes.

3 eHealth in Brazil
Brazilian health information systems have veryheterogeneous technological and operationalcharacteristics. There is no standardization ofprogramming languages or databases. The lack ofinteroperability and fragmentation of informationare also some of the shortcomings of these systemsdeveloped and maintained by the Ministry of Health.The Brazilian government has made some initiativesto promote support for technical interoperability,such as the e-PING architecture (Brasil. Ministériodo Planejamento, Orçamento e Gestão; 2016), theordinance nº. 2,073, of August 31, 2011 (Brasil.Ministério da Saúde; 2011), from the Ministry ofHealth, and speci�cations for integration with theCNS (the national health card).
e-PING de�nes a set of premises, policiesand technical speci�cations towards achievinginteroperability in e-government services (Brasil.Ministério do Planejamento, Orçamento e Gestão;2016, 2015). Ministerial ordinance nº. 2,073regulates the use of health information standardsand interoperability among information systems



44 | Souza et al./ Revista Brasileira de Computação Aplicada (2019), v.11, n.2, pp.42–55

at all levels of government, as well as privateand supplementary health systems. HL7 standard(International; n.d.) was selected as the o�cialdata/message transfer standard, aiming to integratethe results and requests for medical exams. SOAP(Simple Object Access Protocol) web services will beused for interoperability support. Legacy systems cancommunicate with other systems by encapsulatingtheir answers in XML, using the XML Schema ofthe homologated standard (Brasil. Ministério daSaúde; 2011). CNS is a univocal identi�cation (ID)of users of SUS (the national health system). Itallows monitoring of care provided by the healthsystem, wherever they occur, preserving privacy andautonomy of citizens.
SUS Primary Care Strategy is supported by twosystems: SISAB (Health Information System forPrimary Care); and e-SUS AB (e-SUS Primary CareSystem). SISAB is the national health informationsystem and e-SUS AB is composed of softwaresystems that support the work process in UBS(primary health care facilities) (Brasil. Ministérioda Saúde; 2016b). Some documents were createdto meet particular characteristics of each block ofinformation handled by those systems. We highlightRAS (simpli�ed care record) and RAC (comprehensivecare record). RAS is generated from individualizedand identi�ed health events and corresponds to abasic set of information transmitted to SISAB. RAC, inaddition to RAS information, adds a more structuredset of information, which seeks to make the systemcompatible for future sharing of EHR data (Brasil.Ministério da Saúde; 2016b). In the current versionof e-SUS AB system, only RAS is available (Brasil.Ministério da Saúde; 2016a).

4 Interoperability architectures in
health area

Di�erent solutions to solve technical interoperabilityproblem of EHR systems have been proposed. Tab. 1summarizes sixteen researched works and theirtechnologies.
Table 1: Works about technical interoperability ofEHR systems

SOA Cloud Agents ESB HL7
AlJarullah e El-Masri (2013) X XAndrade et al. (2013) X XBarbarito et al. (2012, 2015) X XBrzezinski et al. (2011) X XCrichton et al. (2013, 2015) X XFragidis et al. (2016) XGong e Chen (2010) X XHerand et al. (2013) X XHosseini et al. (2014) X XLupse et al. (2012) X XMannaro et al. (2013) X X XPlacido et al. (2012) XRheinheimer et al. (2004) XRyan e Eklund (2010) X X XSernani et al. (2013) XZhang et al. (2009) X X

SOA is the approach most frequently adopted.Integration between SOA and other techniques suchas agents and cloud computing was also observed.According to Sernani et al. (2013), integrationbetween multi-agent and SOA architectures isas possible as desirable. The direction of theintegration researches is de�ning the relationshipbetween services and agents, where services providecomputational resources, while agents provide acoordination framework (Giacomo et al.; 2011).SOA-based applications can be deployed andhosted in a cloud. Cloud architecture is probably agood solution to e�ciently host a web service becausethere is no limit to data size, processing power, andthe number of services. However, some problems canoccur in health information systems, since data isstored in the provider’s cloud infrastructure, whichis illegal in many countries that require data privacyand patient safety. Moreover, provider failure resultsin unavailability of patient data. Accordingly, thereare still few solutions of health information systemsbased on cloud computing (Hammami et al.; 2014).Concerning the use of data/message transferstandards, HL7 v3 is used in Hosseini et al. (2014),Herand et al. (2013), Andrade et al. (2013) andGong and Chen (2010). Barbarito et al. (2012,2015) used HL7 v2.5 for compatibility issues withlegacy systems. AlJarullah and El-Masri (2013),Lupse et al. (2012), Brzezinski et al. (2011), andSernani et al. (2013) use structured XML messagesaccording to HL7 CDA. Although Mannaro et al.(2013) and Plácido et al. (2012) mention HL7, do notclaim to use it. Fragidis et al. (2016) make use ofFHIR standard (HL7 Community; n.d.). Crichtonet al. (2013) are standard independent, i.e., theadopted standard is encapsulated in normalizationand de-normalization routines, facilitating upgradeor standard substitution.Security issues are addressed in several ways.Security in message transfer is adopted somehowby Crichton et al. (2013) and Brzezinski et al. (2011).Errors handling is observed in Barbarito et al. (2012,2015), Crichton et al. (2013), and Ryan and Eklund(2008, 2010). AlJarullah and El-Masri (2013) andFragidis et al. (2016) propose data transfer in a secureand private WAN (Wide Area Network); Lupse et al.(2012) suggests a private cloud infrastructure to eachhealth unit; and Hosseini et al. (2014) use securityfeatures provided by Microsoft WCF (Microsoft; n.d.).Regarding implementation costs, some of theproposals generate high infrastructure costs, suchas a WAN and a private cloud. Other proposalssuggest acquisition of private software licenses, suchas Barbarito et al. (2012, 2015) that uses the ESBJava Caps (currently Oracle SOA Suite), Hosseini et al.(2014) that makes use of Microsoft WCF (althoughthere is an open-source WCF version with limitedresources) and Herand et al. (2013) that suggests theuse of SOA governance technology from Software AG.These architectures would require a large investment,which could be a problem for most Brazilian publichealth organizations. However, these solutions canbe replaced by cheaper ones. For example, a WAN canbe replaced by a VPN taking due care with security,just as a private software can be replaced by a similaropen source. The following subsections presentdetails of each work.
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4.1 Architecture of AlJarullah and El-Masri
(2013)

The AlJarullah and El-Masri (2013) approach proposesthat summarized EHR be kept centrally in a nationalhealth systemwith reference links for its full versionsin their original locations. In other words, the semi-centralized system stores a summarized copy of eachEHR of each health unit in the central system. Thecentral system, called the National Health Center(NHC), also provides access to full versions of theseEHR taken from distributed health care providers,the Health Care Centers (HCs).HCs have heterogeneous information systemsand to provide interoperability between them, asmall system called Health Information SystemBroker (HISB) must be built in each HC to controlthe communication of patient data from the localdatabase in the HC to the NHC. The proposedarchitecture is based on three-tier design. The layersset includes the following: (i) Data Layer - whichmanages the data stored in the NHC database; (ii)Business Layer - which includes the main processingmodules; and (iii) Presentation Layer - which acceptsinput, forwards queries to requested processes ormodules in the business layer, in particular, the NHCmodules, and displays the results.
4.2 HL7Middleware Architecture by Andrade

et al. (2013)

Andrade et al. (2013) propose an architecturecalled HL7Middleware. This architecture consistsof two main components: an HL7Server, whichcommunicates with a central data repository anddi�erent health systems and a set of HL7Wrappers,which implement interfaces for certain legacysystems. The HL7Server is responsible for receivingand interpreting HL7 messages, performing databaseoperations, and sending responses to the clientsystem as HL7 messages. Any system thatimplements HL7 v.3.0 messages can act as a client.The architecture HL7Middleware consists of: (i)a server that operates as an HL7 message bus; (ii) aset of message templates and stored procedures thatrepresent database access functions associated witheach message category; (iii) a mapping of messages,�elds, and stored procedures to a database; (iv) adatabase or set of databases and (v) client systemsof di�erent types.
4.3 Architecture of Barbarito et al. (2012,

2015)

Barbarito et al. (2012, 2015) describe theimplementation process of the Regional Socialand Healthcare Information System in the regionof Lombardy, Italy. The system implements athree-tier architecture. At the highest level, boththe administrative data and the clinical data of eachcitizen are managed. A connective infrastructure, theExtranet, provides communication between di�erentactors and represents the intermediate level betweenthe central domain (�rst level) and local health careproviders and organizations (third level).All processes and functions for system integration

are based on the middleware Java CompositeApplication Platform Suite (JCAPS). JCAPS, which isbased on SOA, provides the integration of di�erentapplications through HL7 messaging, the creation ofintegration adapters for use in applications withoutthe native adoption of HL7, and the management ofserver-side services for integration. The version ofthe HL7 standard adopted was the most frequentlyused in existing systems — HL7 version 2.5. Thestandard chosen for the structuring of documentswas the HL7-CDA 2.
4.4 HIP Platform of Brzezinski et al. (2011)

The Brzezinski et al. (2011) solution, called the HIP(Healthcare Integration Platform), is based on theSOA paradigm using web services RESTful. Theirresponsibilities are divided between �ve web services:Source, Index, Registry, Authorization, and Mediator.The web service Source performs various taskson the platform: sending patient’s personal data,makingmedical documentation available and sendinginformation about it. An instance of such service isattached to each health unit and gets data using awrapper, which converts this data into documents inHL7 CDA format. Source is able to submit informationabout new patients to a suitable index within theplatform in order to identify them among di�erenthealth care providers. Source can still act as anindependent document repository or a mediator inretrieving data directly from the system within ahealthcare unit. For each new document, Sourceis responsible for generating metadata and sendingthem to the Registry service. Index is a service whosesole purpose is to identify patients by assigning themunique identi�ers.Index provides consistency of such identi�cationby sharing the identi�ers between all services withinthe platform. Registry is an indexing service thatorganizes document metadata. In addition, Registryhas the information about the current addresses ofthe Source services and thus acts for the platform as acatalog of units. Authorization is a simple web servicewith tools to manage the data needed to guaranteeaccess to the platform. Mediator is an entry pointfor data shared across the platform and de�nes anAPI for applications that connect to the platform. Ituses all other services to e�ciently search and viewmedical data.
4.5 OpenHIM Architecture by Crichton et al.

(2013)

Crichton et al. (2013) describe the design of anarchitecture that aims to provide interoperabilitybetween health information systems in Rwanda. Inthe context of Rwanda’s national health informationsystem, the systems OpenMRS (an Electronic MedicalRecord (EMR) system) and RapidSMS (a data-collection SMS-based tool), will interoperate witha set of key infrastructure services in order to shareinformation. To provide interoperability, a newcomponent has been added— the Health InformationMediator (HIM).HIM is an ESB developed with the open-source Mule platform and incorporates a RESTful
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web services approach. It contains three maincomponents: (i) Interface component that exposesan API through web services that allows systemsor applications to make service requests; (ii)Persistence component which receives authorizedservice requests from the interface component andinitiates and monitors a transaction that is requiredto ful�ll the request until completion; and (iii)Mediation Component that performs transactionsand contains the logic necessary to normalize,orchestrate, and de-normalize transactions.Normalization transforms the request messageinto a normalized state, for example, a messageHL7 v3. The orchestration executes the receivedtransaction and any consequential action requiredfor this transaction. De-normalization is similar tothe normalization process, but the operations occurin reverse order, transforming the message so that itis understandable to the service provider.The architecture is independent of thedata/message transfer standard, that is, anydata can be exchanged as long as the normalizationand de-normalization transformations are de�nedbecause they allow the data to be transformed toa format that the mediation component is able tounderstand and orchestrate. HIM is currently anopen-source project called OpenHIM (Open HealthInformation Mediator).
4.6 Architecture of Fragidis et al. (2016)

Fragidis et al. (2016) present an approach verysimilar to that of AlJarullah and El-Masri (2013).The architecture, classi�ed as semi-distributed,has as main entities: the Ministry of Health(MH), the Health Districts (HD), the MedicalAssistance Organizations (HCPO), Private Doctors(PD), Diagnostic Centers (DCs), Private Laboratories(PL) and the Citizen. MH hosts the NHAS (NationalHealth Authentication Service), which providesaccess rights to all entities. For each entity, a uniqueidenti�er has been assigned. Another service that islocated on MH is the Citizens Health Record LocatorService (CHRLS). This service provides locationinformation for speci�c HDs that maintains the datafor the requested Citizen Health Record (CHR).The HD hosts the Basic Citizen Health RecordProvider (BCHRP) service that provides the basiccitizen health record data. In addition, on each HDthere is a Citizens Health Record Locator (CHRL),which provides location information for CHR datawithin the boundaries of each district. To alloweach HCPO to communicate with the nationwide EHRsystem, a Health Information Middleware Interface(HIMI) must be installed in the organization. Theprimary operation of HIMI is to transform HCPOhealth data and provide health information usingthe Clinical Information Modeling Initiative (CIMI)for other health service providers.The exchange of health data among healthcare providers is carried out according to theFast Healthcare Interoperability Resources (FHIR)standard set up by HL7. These HIMIs are essentialfor achieving interoperability between heterogeneoushealth information systems, which are eventuallyinstalled in each HCPO, DC, PD and PL. Each HIMIshould be designed speci�cally for each health care

provider’s database schema.
4.7 HIISP Platform of Gong and Chen (2010)

Gong and Chen (2010) propose a SOA-basedintegration platform called HIISP (HealthcareInformation Integration and Shared Platform). HIISPhas four key components: (i) a normalized datarepository based on the HL7 standards; (ii) a set ofdata management services that ensures that datain the repository is consistently represented so thatother health organizations can maintain a uniqueview of patients and health service providers; (iii)a messaging platform that allows di�erent typesof information systems to communicate; and (iv)a J2EE-compatible development platform that helpsindependent software vendors build complementaryhealth applications.HIISP messaging services are based on the HL7v3 standard and are critical to the integrationof heterogeneous third-party data systems. Theinbound message processor, in conjunction withthe HIISP API, has support for consistent storageof data from legacy systems. The outboundmessage processor allows HIISP to communicatewith external systems. Messaging services useterminology services that provide tools for cross-standard conversions.
4.8 Model of Herand et al. (2013)

Herand et al. (2013) present a model that combinesthe HIISP of Gong and Chen (2010) with theSSF (HSSP Service Speci�cation Framework)standards developed by the HSSP1 (HealthcareServices Speci�cation Project) framework, underthe leadership of HL7 and the Object ManagementGroup.The authors suggest the use of SMART (Service-Oriented Migration and Reuse Technique) strategiesof Smith (2007) and Zhang et al. (2008)’s blackbox for the migration of legacy systems to SOA.The SMART strategy is a technique to initialize theanalysis of legacy system components to assesstheir potential for reuse as services. The black boxstrategy of Zhang et al. (2008) proposes to exportthe functionalities of legacy systems towards webservices using a wrapping methodology suitable toGUI-based legacy systems. For service orchestration,the authors recommend the use of the Software AG’sSOA governance technology.
4.9 Architecture of Hosseini et al. (2014)

Hosseini et al. (2014) present a system architecturebased on SOA and HL7 v3 to support clinical decisionregarding immunization in Iran. Two immunizationinformation systems were developed and a solutionwas proposed to achieve interoperability betweenthem. Two web services were implemented followingHSSP recommendations. The �rst, called EIS (EntityIdenti�cation Service), de�nes a set of serviceinterfaces to identify various types of entities (e.g.,

1https://hssp.wikispaces.com/

https://hssp.wikispaces.com/
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patients, providers) within heterogeneous systems.The second, called RLUS (Retrieve, Location, andUpdating Service), allows health data to be located,accessed, and updated. Web services were built basedon Microsoft WCF technology in C# language. Theprotocol used to exchange HL7 v3.0 messages basedon XML is SOAP and the location of the servicesand their operations are described through the WSDL(Web Services Description Language).
4.10 Architecture of Lupse et al. (2012)

Lupse et al. (2012) propose an architecture basedon cloud computing. Among cloud developmentmodels, authors point to private clouds as the mostappropriate for medical applications, for data securityand privacy reasons. Private clouds are owned bya single organization and are used only in thisorganization.The architecture was deployed in two departmentsof a hospital: Pediatrics and Obstetrics-Gynecology.Applications and data storage can be found withineach department’s private data center (one in theDepartment of Pediatrics and one in the Departmentof Obstetrics- Gynecology). When it is necessary totransfer patient data from one department to another,both with di�erent health information systems,these are transmitted in real time to the appropriatelocation using an XML messaging solution basedon the HL7 CDA standard. The applications weredeveloped for each department separately (Pediatricsand Obstetrics-Gynecology) and also the support forcommunication in a local network. In sequence,the upload of applications in the cloud and theirinterconnection were carried out.
4.11 Architecture of Mannaro et al. (2013)

Mannaro et al. (2013) propose a model thatpresents features of the ESB infrastructure andcloud computing. This research work is part ofan industrial project in conjunction with a privatecompany to develop a virtual organization2. Thisvirtual organization should consult laboratories,hospitals and EHR repositories to obtain the completepatient record.The architecture employs a middleware subsystemthat acts as a communication interface betweenorganizations, ensuring interoperability betweenheterogeneous data and services, as well as a reliableand secure EHR. Integration between architecturalelements is implemented as a centralized strategywhere middleware is the actor that links theservices, allowing them to communicate correctly,helping them to understand the messages andeventually providing a secure communicationchannel. The architecture bene�ts from the ESBsoftware infrastructure in terms of middlewarefunctionality, and cloud services in terms ofscalability.

2A virtual organization refers to the sharing of resources ofdi�erent organizations to enable the collaboration of a groupof people or institutions (Tanenbaum and Steen; 2007)

4.12 Architecture of Plácido et al. (2012)

Plácido et al. (2012) propose an architecture that aimsto respond to the needs of interoperability betweenheterogeneous health information systems and theneed for the ubiquity of medical information. Toensure interoperability between di�erent systems,the architecture is based on web services andspeci�cations such as WSDL and SOAP. Web servicesare also used for communication with mobile deviceswith the Android platform making use of ubiquitouscomputing. The Hospital, Primary Care and MedicalEmergency subsystems represent the hospitals,health centers and medical emergency respectively.
The GLOBAL subsystem is where the patient canobtain their medical and personal information. Thesubsystems of the di�erent institutions replicatethe information in their databases with the GLOBALsubsystem database on a daily basis. TheGLOBAL subsystem consists of a multi-tieredapplication, with the creation of an access interfacefor mobile devices that use web services —the WSM. To promote interoperability betweensubsystems Hospital, Primary Care and MedicalEmergency, another component was created — theBROKER. BROKER encapsulates the interface andthe operations that one subsystem uses to obtaininformation from another subsystem.

4.13 WSAgent architecture of Rheinheimer
et al. (2004)

Rheinheimer et al. (2004) propose the use of webservices in order to link agents to EHR systemsfunctionalities so that they communicate with otheragents linked to other EHR systems. Interactionshappen through XML-based messages exchangedthrough Internet-based protocols. The architecturecalled WSAgent consists of three layers: the �rst oneuses web services in the role of software agents toperform the communication between systems; thesecond represents data using ontologies and containsthe business rules that are used to process the dataexchanged among systems; the third one consists ofa Framelet (a small Framework) that is responsiblefor the persistence of data, storing the informationreceived in several databases.
The operation of software agents is guided byinformation de�ned with ontologies. In this way,an agent working in a particular process can becon�gured to work in another process just byconnecting a new ontology layer, which de�nesstructure and rules for handling speci�c data. Thepersistence layer used by all agents is the same.Framelet makes it possible to customize the type ofdatabase system desired. The overall solution to beused by an organization consists of several instancesof the architecture described: a number of customsoftware agents with speci�c ontologies and businessrules tailored to a speci�c database system and linkedto system features that will activate those agentswhen required.
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4.14 HSB architecture of Ryan and Eklund
(2008, 2010)

Ryan and Eklund (2008, 2010) propose aninteroperability architecture called Health ServiceBus (HSB). HSB is essentially an ESB using healthstandards within its message formats. An HSBimplementation prototype was created using MuleESB, making use of various services connected to thebus.
The prototype has the following components: (i)Translation Service that allows direct translationbetween HL7 v2 and HL7 v3, and HL7 v3 andOpenEHR, where the translation between HL7 v2 andHL7 v3 enables legacy systems to communicate inthe HSB and the translation between HL7 v3 andOpenEHR aims to translate messages from HSB intoOpenEHR for storage in the database; (ii) E-maildelivery service, which automatically send emails to adesignated address when errors occur in the HSB; (iii)Content-Based Router, responsible for examining thecontent of a message and routing it based on theinformation contained in the message; (iv) PatientRecords in HSB, where continuous patient records inthe OpenEHR format are stored in an XML databaseconnected to the HSB. Technical interoperability isachieved by the core structure of the HSB, speci�callythe core of the message bus.

4.15 Architecture of Sernani et al. (2013)

A multi-agent architecture is proposed in Sernaniet al. (2013). The architecture is represented by threelayers of abstraction, named Local Platform, DistrictPlatform, and Client Platform. There is a LocalPlatform for each health facility in the territory (e.g. ahospital); Facilities belong to administrative districts,which constitute the second layer of architecture; Theclient layer is represented by any software agent thatneeds to access the infrastructure to retrieve/insertdata.
The Local Platform has the role of providinginterface with any information system present inthe structure. The agents of the Local Platformare: (i) LocalDBWrapper - provide an interface withthe databases of a local healthcare institution; (ii)DocumentHandler - able to access the contents ofa clinical document produced at the facility, suchas a laboratory examination; (iii) Service Agents -manage di�erent healthcare services (e.g. radiology,analysis lab, etc.).
The main task of the District Platform is toencapsulate all the local platforms that belongto it. The agents of the District Platformare: (i) DistrictDBWrapper - manage data in thedistrict databases; (ii) DocumentHandler - managedocuments that are the administrative responsibilityof a district; (iii) Gateway - captures client requestsand queries local and district wrappers to retrievedata about any citizen health record; (iv) Init -registers the same platform Gateway for all activeDF_Inter-district agents of the territory’s remotedistrict platforms during the initial phase of thedistrict platform; (v) DF_Inter-district - is theDirectory Facilitator (DF) where all remote gatewaysare registered; (vi) DF_Intra-district - this DF

contains all records of LocalDBWrapper agents fromlocal platforms belonging to the same district; and(vii) LoginServer - establishes a secure connectionwith the client that wants to access the infrastructureto retrieve data in a speci�c district.
4.16 Architecture of Zhang et al. (2009)

Zhang et al. (2009) present the architecture of theInteroperable Medical Information System. Thissystem is based on SOA and the health facilitiesare service providers who create web services andpublish them through a UDDI (Universal Description,Discovery and Integration) registry. Hospitals,patients, and clinics are service requesters who useUDDI to �nd the services they need and link themto service providers. The system server provides thepatient identi�er, visitor authentication, and storageof hospital’s services information. An interface serveris placed in each hospital and acts as an intermediarybetween the hospital systems and the system server.Interface servers are responsible for converting thedata to XML format.The architecture is divided into layers thatinclude portal, connection, business process, services,security, and service management. At the portal layerdi�erent portal interfaces are o�ered to the variousservice requesters. The connection layer providesseveral data access interfaces. It supports severaltransport protocols, as well as many databases.The business process layer organizes the servicesaccording to the needs of the service requesters. Theservice layer is a set of service providers, includingauthentication, data, and log services. The securitylayer provides security management and qualityassurance of system services.The servicemanagement layer is the ESB layer, andits main responsibilities are: (i) version managementof all services; (ii) register for new services; (iii)repository of all web services and all versionsavailable for each service; and (iv) managementof the rules and policies of the web servicesavailable. The architecture adopts Microsoft .NETas a development platform and uses SOAP, WSDL andUDDI technologies in web services.

5 Architectures Evaluation and Analysis
Decision-making method AHP (Analytic HierarchyProcess) was used for choosing which architecturescould be adopted by Brazilian public healthorganizations. AHP is a theory of measurementthrough comparisons in pairs and relies onexpert judgments to derive priority scales (Saaty;2008). AHP method applied to ternary comparisons(Takahashi; 1990), was also used in the evaluationsbased on whether an alternative “meets” de�nedcriteria, “does not meet”, or “cannot be reported”,the latter in case of uncertainty or indeterminacy(Takahashi; 1990).
5.1 Alternatives

Firstly, the eliminatory requirements forarchitectures evaluation were de�ned basedon technical requirements collected in the
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documentation of e-PING, CNS and Ministerialordinance n.º 2.073. They are the use of web services(SOA) and the HL7 conformance. Even not meetingthis latter requirement, remain in the selectionthe Crichton et al. (2013) architecture which isindependent of data/message transfer standardand the Fragidis et al. (2016) architecture for usingthe new FHIR standard, since its study could bringcontributions to this research, such as requirementsto support this standard in the future. Thus, sevenarchitectures were evaluated: Barbarito et al. (2012,2015), AlJarullah and El-Masri (2013), Fragidis et al.(2016), Crichton et al. (2013), Ryan and Eklund (2008,2010) Gong and Chen (2010) and Brzezinski et al.(2011).
5.2 Evaluation Criteria

Some quality attributes generally considered in theSOA context (O’Brien et al.; 2007), such as security,maintainability, location transparency and scalability,were used as evaluation criteria, in addition tothe criterion of legislation compliance. Weightswere de�ned according to Brazilian public healthorganizations scenario and current legislation. Fig.1 shows the decision hierarchy with these criteriaaccording to AHP.Legislation compliance checks whetherarchitectures use SOAP, XML, and HL7 standards(HL7 v2.x, HL7 v3 or HL7 CDA), according toBrazilian ministerial ordinance nº. 2,073.Interoperability criterion regards platforms,languages, and protocols adopted by the architecture(O’Brien et al.; 2007). It is divided into legacysystems and standard update support. The �rstone evaluates if the architecture provides somemechanism that allows interoperability with systemsthat use data/message transfer standards di�erentfrom the one adopted by the architecture, or if itpackages the legacy systems as services. The secondevaluates if the architecture presents some typeof support for updating the data/message transferstandard.Security is related to web service security levelsand error handling. It is divided in message level,which evaluates if the architecture uses encryptedmessages in the network; transport level thatevaluates whether the architecture uses a secureprotocol for data transmission (e.g. HTTPS); anderror handling, which evaluates if the architecturehandles errors.Maintainability criterion evaluates if the

Figure 1: Decision Hierarchy

architecture support changes in a system and it isdivided into two subcriteria: �exibility to change,which evaluates if services in the architecture havelow coupling and high cohesion; and legacy systemsservices, that evaluates if the architecture provideslegacy systems functionalities as services.Location transparency evaluates if architecturesprovide some service registry, such as UDDI orebXML, or present a single interface so that clientsystems can access components of the architecture,or use ESB, which can be used as an intermediarylayer between client and service (Keen; 2004; Panand Pohl; 2010).For scalability criterion, classi�cation ofarchitectures regarding the EHR repository was used.It was noticed distributed architectures have lowscalability, since high tra�c in the network cana�ect the performance of the system when scaled;meanwhile, centralized architecture presents highscalability, because it generates less tra�c in thenetwork; semi-distributed architecture, therefore,has moderate scalability, since it is a blend of bothprevious approaches.Comparison between criteria, regarding Brazilianpublic health organizations, can be expressed as amatrix, which is converted into a criteria ranking bycalculating it’s normalized eigenvector (Saaty; 2008).Tab. 2 shows this comparison matrix and the ranking(eigenvector) of the criteria regarding our goal.
Table 2: Pairwise comparison of criteria regardingour goal

CO IN SE MA LO SC Eigenvector
CO 1 2 3 4 4 5 0,3689
IN 1/2 1 2 3 4 4 0,2481
SE 1/3 1/2 1 2 3 4 0,1638
MA 1/4 1/3 1/2 1 2 3 0,1034
LO 1/4 1/4 1/3 1/2 1 2 0,0685
SC 1/5 1/4 1/4 1/3 1/2 1 0,0474
Where CO = Compliance with Legislation, IN =Interoperability, SE = Security, MA = Maintainability,LO = Location Transparency and SC = Scalability.

5.3 Results

Fragidis et al. (2016) architecture does not meetthe legislation compliance criterion since it doesnot use the HL7 standard, but the most recentFHIR. Instead of SOAP, Crichton et al. (2013) andBrzezinski et al. (2011) use the REST architecture,hence do not meet this criterion. AlJarullah andEl-Masri (2013) and Ryan and Eklund (2008, 2010)do not inform the standard adopted. Concerninginteroperability subcriteria, all architectures supportlegacy systems. Support for updating standards couldonly be con�rmed in Crichton et al. (2013) work. Noneof the others authors address this issue.About security subcriteria, regarding the analysisof message level, no author claims whether encryptedmessages travel on the network, except Crichton et al.(2013) that remarks this question is still pendingin their architecture. Crichton et al. (2013) and
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Brzezinski et al. (2011) use the HTTPS protocol andtherefore meet transport level subcriteria. The otherauthors do not mention the protocol used. Errorhandling is cited only in Barbarito et al. (2012, 2015),Crichton et al. (2013), and Ryan and Eklund (2008,2010).
According to �exibility to changes subcriterion,related to maintainability, architectures of Barbaritoet al. (2012, 2015) and Brzezinski et al. (2011)are not highly cohesive, as their services haveseveral responsibilities. In the architecture ofAlJarullah and El-Masri (2013) components thatprovide interoperability among systems are tied tobusiness processes and speci�cities of use cases,requiring changes in the legacy systems to adaptto the architecture; therefore, it has high couplingand is di�cult to maintain since it propagatesmodi�cation. The work of Fragidis et al. (2016),which has a very similar approach to the work ofAlJarullah and El-Masri (2013), corrects this problemand hence satis�es this subcriterion. In Crichton et al.(2013) a modi�cation in a component (transaction)propagates changes to other components (OpenHIMreference application and its mediators), so thisarchitecture does not meet low coupling requirement.Ryan and Eklund (2008, 2010) architecture presentsindependent services with unique responsibility andthus met this subcriterion. Although services presentin the Gong and Chen (2010) architecture haveunique and focused responsibilities, indicating highcohesion, there is not enough information to tellwhether the architecture has low coupling.
Regarding legacy systems services subcriterion,the architectures of Crichton et al. (2013) and Ryanand Eklund (2008, 2010) support wrapping of legacysystems as services, since this is a feature of ESBMule[34]. Barbarito et al. (2012, 2015) architecture alsopresents this support, since it uses ESB JCAPS (Oracle;n.d.), which provides this functionality. Brzezinskiet al. (2011) claim to o�er this support.
Architectures that meet location transparencycriterion, authors cite issues such as single interfaceand ESB architecture. Fragidis et al. (2016) and Gongand Chen (2010) do not use these approaches, normention service registration.
In order to analyze the scalability criterion,classi�cation of the architectures regarding EHRrepository was used. Crichton et al. (2013), Gongand Chen (2010) and Ryan and Eklund (2008, 2010)are classi�ed as Centralized, AlJarullah and El-Masri (2013) and Fragidis et al. (2016) as Semi-distributed and those of Barbarito et al. (2012, 2015)and Brzezinski et al. (2011) as Distributed.
Ranking of alternatives for each criterion isdetermined by the eigenvectors of the pairwisecomparisons matrices regarding each criterion. Tab.3 shows these rankings. The �nal ranking iscalculated multiplying the matrix formed by theeigenvectors of the ranking of alternatives (Tab. 3) bythe matrix formed by the eigenvectors of the matrixof criteria regarding our goal (Tab. 2). Tab. 4 showsthe �nal ranking, with the selected architecturehighlighted in bold.

6 Proposed architecture
The comparative evaluation performed throughthe AHP method indicated the architecture of theRegional Health Information System of Lombardy,Italy, Barbarito et al. (2012, 2015), as the solution tosupport the technical interoperability among EHRsystems of Brazilian public health organizations.In this architecture, technical interoperabilityof EHR systems is separated into two layers:health organization level and regional level. Thearchitecture provides three software components tosupport regional interoperability: Client Web ServiceBroker (CWSB), Batch Web Service Broker (BWSB)and Application Gateway (AG).
CWSB acts as a bridge between the service providerand requester and is installed on all PCs of healthcareprofessionals in a region. It uses a catalog to identifyhow to route the web service call to the providerthat o�ers the service. In some cases, it can alsoperform some value-added functions, for example,according to the catalog, a service may require thereal-time generation of a document to be digitallysigned by the professional who is invoking the service.BWSB interfaces between the Extranet and the healthorganization’s Intranet. It is used when messagesare sent by servers from healthcare organizationsrather than PCs used by healthcare professionals.
Finally, AG interfaces receive requests for invokingweb services from clients on the Extranet andforwards them to servers on the organization’sIntranet which o�er the service. It also performsauthorization controls according to web servicescatalog using the VPC (Veri�cation of Privacy Criteria)service from central domain. This web servicecontrols access to patient EHR (Barbarito et al.; 2015).In some cases, AG may perform some value-addedfunctions, e.g., according to the catalog, a speci�cservice may require the transmission of a digitallysigned document. In this case, the AG will check thesignature before forwarding the request through theIntranet.
To provide interoperability at the healthorganization level, an ESB JCAPS architecturebased on SOA is used. It provides integration ofdi�erent applications through HL7 messaging,creation of integration adapters for use in notHL7 compliant applications, and management ofserver-side services for integration. There are twotypes of applications to integrate: applications withand without a native HL7 interface. In both cases,technological adapters are used for integrating:in the �rst case, the adapter does not intervenein the message content; in the second case, theadapter creates HL7 messages from the non-HL7native application. Fig. 2 shows an example ofthe architecture of interoperability at the level ofhealth organization applied in a hospital. We can seethat the interoperability of EHR systems is throughmiddleware (ESB JCAPS), which manages all HL7messages exchanged between local systems andrepositories. The CWSB, BWSB and AG componentsinterface the Hospital intranet and the Extranet,allowing the connection to the central domain andother health units (Barbarito et al.; 2012).
In Brazilian public health organizations, atthe municipal level, a necessary change in the
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Table 3: The score achieved on each of the criteria
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Barbarito et al. (2012, 2015) 0,304 0,135 0,148 0,131 0,176 0,041AlJarullah and El-Masri (2013) 0,110 0,135 0,136 0,064 0,176 0,096Fragidis et al. (2016) 0,058 0,135 0,136 0,192 0,059 0,096Crichton et al. (2013, 2015) 0,058 0,190 0,126 0,131 0,176 0,242Ryan and Eklund [2008, 2010] 0,110 0,135 0,148 0,259 0,176 0,242Gong, Y.-G. and Chen, X. (2010) 0,304 0,135 0,136 0,092 0,059 0,242Brzeziński et al. (2011) 0,058 0,135 0,170 0,131 0,176 0,041

Table 4: Final Ranking
FinalRanking

Barbarito et al. (2012, 2015) 0,197AlJarullah and El-Masri (2013) 0,119Fragidis et al. (2016) 0,105Crichton et al. (2013, 2015) 0,126Ryan and Eklund [2008, 2010] 0,148Gong, Y.-G. and Chen, X. (2010) 0,193Brzeziński et al. (2011) 0,110

Figure 2: Interoperability architecture at the level ofhealth organization (hospital) and its relationshipwith the regional information system (Barbaritoet al.; 2012)

architecture design is related to the patient’sidenti�er. Citizens should be identi�ed preferablyby the CNS. From the information provided by theauthors, data stored in the Central Repository ofSocial & Health Administrative Data, shown in Fig.3, is very similar to the data from the Primary CareRegistry (PCR) which is an extension of CNS. One ofthe functional requirements of the architecture is toensure administrative data at the health organizationlevel are synchronized with a central citizen registry,which contains up-to-date information of all citizensin the region, to avoid erroneous or duplicate data

(Barbarito et al.; 2012). Thus, the local administrativedata repositories and the municipality’s centralrepository of administrative data must remainsynchronized. They may contain PCR data as well asother administrative data. These repositories shouldideally stay synchronized with CNS base, connectingthrough its SOA Bus, so that they can keep up-to-date data pertinent to the CNS.
6.1 Architecture Use Scenario in Brazil

Fig. 3 illustrates how the proposed architecture canbe implemented to allow technical interoperabilitybetween two EHR systems, one in a UBS and anotherin a hospital.In this architecture use scenario, the front-endapplication used by the clinician requests a webservice to the CWSB, which forwards the web servicecall to the service provider (1), in this case, a serviceof the Central Registry of Clinical Data (CRCD).The CRCD then sends EHR location data (UniqueIdenti�er - EHR URI) (2) as a response to the front-end application. With this information, the front-end application sends an EHR request to the AG ofthe hospital where the EHR was generated and iscurrently stored (3). Before submitting a requestto the local hospital repository, the hospital’s AGveri�es that the clinician has access right to thespeci�c EHR (following established privacy criteria)by using the VPC of the central domain (4). Ifthe access right is veri�ed, the central domainacknowledges the request (5), and the AG sends an

Figure 3: Interoperability at the municipal level
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Figure 4: Interoperability at health organization level

EHR request to the local hospital repository (6). Then,the hospital repository management system deliversthe EHR to the AG (7), which sends the EHR to theclinician’s front-end application through Extranet(8).According to Barbarito et al. (2012, 2015), HL7adapters provided by JCAPS (Oracle; n.d.) allow legacysystems to interoperate. In addition, the authorsreport documents and messages exchanged betweensystems were standardized by region. Let A be anEHR legacy system in a UBS, let B be the e-SUS ABPEC system in another UBS, as shown in Fig. 4.The system of the UBS “A”, using an HL7adapter, can generate documents encapsulated in HL7messages. In the Brazilian scenario, it can generatethe RAS document in XML format standardized byDatasus [11], the same document format used by thee-SUS AB PEC system. The system, encapsulated asa service, sends these wrapped documents in HL7messages, through the ESB (1), to the local clinicaldata repository (2). Each time the local clinical datarepository receives an EHR, it sends a link storerequest in the central register to the BWSB (3) thatforwards the request to the CRCD (4) (Barbarito et al.;2012). Since the EHR links of the UBS A are storedin the CRCD (5) they are accessible to the UBS B, asdescribed in the previous scenario of Fig. 3.
6.2 Architecture Implementation Remarks

During the evaluation of the proposed architecture, adrawback was noticed regarding support to updateof standards. In order to provide interoperabilityamong systems, speci�c adapters were used for theHL7 standard. Crichton et al. (2013) architecturepresents a remarkable aspect of being independentof any data/message transfer standard. The standardto be used is encapsulated in normalization and de-normalization routines, fostering standard upgradeor change. The architecture proposed in this workshould normalize and de-normalize routines likeCrichton et al. (2013) architecture, instead of usingHL7 adapters, since this standard may fall into disuse,being replaced by another standard, such as FHIR.Another shortcoming found in the architecture

during evaluation was the low cohesion of CWSB andAG components which have several responsibilities.To solve this problem, at the implementation phase ofthe architecture, these components should be dividedinto sub-components, where each one has a smalland focused set of responsibilities, thus facilitatingarchitecture maintenance.
To ensure architecture reliability, a protocolsuch as WS-ReliableMessaging can be used, as itprovides a framework capable of ensuring that serviceproviders are noti�ed of the success or fail overmessage transmissions. To ensure availability, it isrecommended to create a service level agreement,which speci�es obligations of parties involved(customers and service providers). A service levelagreement also speci�es measures to be consideredin case of deviation or failure, such as availability andresponse time (O’Brien et al.; 2007).

6.3 Discussion

Architectures that use distributed EHR repositoryparadigm, like the architecture proposed in this work,increases network tra�c as the number of clientsincreases. In this way, a shift from the distributedarchitecture paradigm to semi-distributed one issuggested, where summarized EHRs are stored ina central repository along with links to their fullversions. Then, the health professional will be ableto see the patient’s summary medical history andthus, be able to extract the complete EHR data fromremote health organization as required (AlJarullahand El-Masri; 2013). This change would makethe architecture even more suitable for Brazilianpublic health organizations since a RAS documentis generated for each patient care at a computerizedUBS. In the near future, a RAC document is supposedto be implemented. So, a summary record is alreadybeing generated for each care and a complete record ofeach care will be stored locally in health organizations(Brasil. Ministério da Saúde; 2016b). This change,however, does not only lead to changes in the EHRrepository. As we can see in the usage scenario,when requesting EHRs available to a citizen, the webservice of the CRCD sends data without performing
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an access control, i.e., without calling VPC service.This happens because only links are sent and fromthe links, the health professional requests the accessto the document and only at this moment, the accessright is veri�ed. The shift to the semi-distributedparadigm requires study because it generates changein the message �ow and perhaps the creation of othercomponents in the architecture.In order to reduce architecture implementationcosts, JCAPS could be replaced by OpenESB, whichis an open-source project developed from the samesource code as JCAPS (OpenESB; 2016), or anotheropen-source ESB such as Mule, which is used byseveral researched architectures.

7 Conclusions and Future Work
This work proposes a solution to provide technicalinteroperability among EHR systems in Brazilianpublic health organizations based on an evaluation,using the AHP method, of di�erent interoperabilityarchitectures proposed in the literature.The application of the architecture of Barbaritoet al. (2012, 2015) at the municipal level allowsproviding technical interoperability amongisolated systems that currently operate in publicorganizations and sharing EHRs between theseorganizations. The study of this architecture and theuse scenarios analyzed in this work showed that it isgeneric enough to be adopted by diverse Braziliancities and �exible to changes, which allows adaptingit to reduce implementation costs and enable its usein the health scene of Brazil.The architecture integrated with the CNS SOABus can bring great bene�ts to the Brazilian healthorganizations and to the patients, such as sharingand integration of health information and theavailability of the complete EHR of the patient inany health organization in which he/she receivesmedical attention, reducing data redundancy andrework. Other countries can use this study to evaluatetechnical interoperability solutions in their healthorganizations, if they adopt the same technologiesor even if they adopt di�erent SOA technologies,where it would only be necessary to change the�rst evaluation criterion which is compliance withthe country’s legislation, which deals with thetechnologies approved by the government.Detailed studies must be done in order toevaluate EHR repository shift from distributed tosemi-distributed to improve the scalability of thearchitecture and better �t to RAS and RAC documentmodels. The organization of the architecture’sservices into smaller tasks to be assigned tosoftware agents is also required, in order to improvemaintainability, reuse and reduce implementationtime. Architecture adaptation to cloud computing isalso suggested as it may be adopted by e-PING.

References
AlJarullah, A. and El-Masri, S. (2013). A NovelSystem Architecture for the National Integrationof Electronic Health Records: A Semi-CentralizedApproach, Journal of Medical Systems 37(4). https:

//doi.org/10.1007/s10916-013-9953-4.

Andrade, R., Wangenheim, A. v., Savaris, A. and Petry,K. (2013). Using a Health Level 7 InteroperabilityBus to Support Legacy Systems in the HealthDomain, E-Health Telecommunication Systems and
Networks 02(04): 72–80. http://dx.doi.org/10.
4236/etsn.2013.24010.

Barbarito, F., Pinciroli, F., Barone, A., Pizzo, F.,Ranza, R., Mason, J., Mazzola, L., Bonacina,S. and Marceglia, S. (2015). Implementing thelifelong personal health record in a regionalisedhealth information system: The case of Lombardy,Italy, Computers in Biology and Medicine 59: 164–174. https://www.doi.org/10.1016/j.compbiomed.
2013.10.021.

Barbarito, F., Pinciroli, F., Mason, J., Marceglia, S.,Mazzola, L. and Bonacina, S. (2012). Implementingstandards for the interoperability among healthcareproviders in the public regionalized HealthcareInformation System of the Lombardy Region,
Journal of Biomedical Informatics 45(4): 736–745.
https://www.doi.org/10.1016/j.jbi.2012.01.006.

Brasil. Ministério da Saúde (2011). Portaria nº 2.073,de 31 de Agosto de 2011. Available at https://goo.
gl/wKPdKV (Accessed 13 August 2016).

Brasil. Ministério da Saúde (2016a). Manual deExportação - API Thrift (Versão 2.0). Availableat https://goo.gl/hE6F2w (Accessed 07 November2016).
Brasil. Ministério da Saúde (2016b). Manual deUso do Sistema com Prontuário Eletrônico doCidadão PEC v2.1 - Versão preliminar. Availableat http://189.28.128.100/dab/docs/portaldab/

documentos/Manual_PEC_2_1_PRELIMINAR.pdf(Accessed 07 November 2016).
Brasil. Ministério do Planejamento, Orçamentoe Gestão (2015). Guia de Interoperabilidade:Cartilha Técnica. Available at https://goo.gl/

Q8uTMR (Accessed 12 December 2016).
Brasil. Ministério do Planejamento, Orçamento eGestão (2016). Documento de Referência da ePING.Available at http://eping.governoeletronico.gov.

br/ (Accessed 09 January 2017).
Brzezinski, J., Czajka, S., Kobusinski, J. and Piernik,M. (2011). Healthcare Integration Platform, IEEE,pp. 52–55. https://www.doi.org/10.1109/ISMICT.

2011.5759795.
Crichton, R., Moodley, D., Pillay, A., Gakuba, R.and Seebregts, C. J. (2013). An Architectureand Reference Implementation of an Open HealthInformation Mediator: Enabling Interoperabilityin the Rwandan Health Information Exchange,
Foundations of Health Information Engineering and
Systems, Vol. 7789, Springer Berlin Heidelberg,Berlin, Heidelberg, pp. 87–104. https://doi.org/
10.1007/978-3-642-39088-3_6.

Fragidis, L. L., Chatzoglou, P. D. and Aggelidis, V. P.(2016). Integrated nationwide electronic healthrecords system: Semi-distributed architectureapproach, Technology and Health Care pp. 1–15.
https://www.doi.org/10.3233/THC-161231.

https://doi.org/10.1007/s10916-013-9953-4
https://doi.org/10.1007/s10916-013-9953-4
http://dx.doi.org/10.4236/etsn.2013.24010
http://dx.doi.org/10.4236/etsn.2013.24010
https://www.doi.org/10.1016/j.compbiomed.2013.10.021
https://www.doi.org/10.1016/j.compbiomed.2013.10.021
https://www.doi.org/10.1016/j.jbi.2012.01.006
https://goo.gl/wKPdKV
https://goo.gl/wKPdKV
https://goo.gl/hE6F2w
http://189.28.128.100/dab/docs/portaldab/documentos/Manual_PEC_2_1_PRELIMINAR.pdf
http://189.28.128.100/dab/docs/portaldab/documentos/Manual_PEC_2_1_PRELIMINAR.pdf
https://goo.gl/Q8uTMR
https://goo.gl/Q8uTMR
http://eping.governoeletronico.gov.br/
http://eping.governoeletronico.gov.br/
https://www.doi.org/10.1109/ISMICT.2011.5759795
https://www.doi.org/10.1109/ISMICT.2011.5759795
https://doi.org/10.1007/978-3-642-39088-3_6
https://doi.org/10.1007/978-3-642-39088-3_6
https://www.doi.org/10.3233/THC-161231


54 | Souza et al./ Revista Brasileira de Computação Aplicada (2019), v.11, n.2, pp.42–55

Giacomo, C., Letizia, L., Mariachiara, P. andRa�aele, Q. (2011). Comparing Service-OrientedComputing and Agent-Oriented Programmingtowards integration, Web Intelligence and Agent
Systems: An International Journal (2): 135–146. https:
//www.doi.org/10.3233/WIA-2011-0211.

Gong, Y.-G. and Chen, X. (2010). Healthcareinformation integration and shared platform basedon service-oriented architectures, IEEE, pp. V2–523–V2–527. https://www.doi.org/10.1109/ICSPS.
2010.5555684.

Hammami, R., Bellaaj, H. and Hadj Kacem, A. (2014).Interoperability for medical information systems:an overview, Health and Technology 4(3): 261–272.
https://www.doi.org/10.1007/s12553-014-0085-8.

Herand, D., Gürder, F., Taşkin, H. and Yuksel, E. N.(2013). A healthcare management system forTurkey based on a service-oriented architecture,
Informatics for Health and Social Care 38(3): 246–264. https://www.doi.org/10.3109/17538157.2012.
710689.

HL7 Community (n.d.). Current o�cially releasedversion of FHIR. Available at https://www.hl7.org/
fhir/ (Accessed 16 February 2017).

Hosseini, M., Ahmadi, M. and Dixon, B. E. (2014).A Service Oriented Architecture Approach toAchieve Interoperability between ImmunizationInformation Systems in Iran, AMIA ... Annual
Symposium proceedings / AMIA Symposium. AMIA
Symposium 2014: 1797–1805. Available at https:
//www.ncbi.nlm.nih.gov/pmc/articles/PMC4419958/(Accessed 09 July 2016).

International, H. L. S. (n.d.). Health Level SevenInternational - Homepage. Available at http://www.
hl7.org (Accessed 12 January 2017).

ISO (2011). ISO 18308:2011 - Health informatics- Requirements for an electronic health recordarchitecture. Available at https://goo.gl/bzGHPL(Accessed 17 March 2016).
Keen, M. (ed.) (2004). Patterns: implementing
an SOA using an Enterprise Service Bus, IBMredbooks, 1st ed edn, IBM International TechnicalSupport Organization, Research Triangle Park,NC. Available at https://www.redbooks.ibm.com/
redbooks/pdfs/sg246346.pdf (Accessed 04 April2016).

Lupse, O., Vida, M. and Stoicu-Tivadar, L. (2012).Cloud computing and interoperability in healthcareinformation systems, INTELLI 2012 : The First
International Conference on Intelligent Systems and
Applications (September). Available at https://goo.
gl/T9RTiJ (Accessed 18 June 2016).

Mannaro, K., Cocco, L., D’Onofrio, M. andDi Francesco, M. (2013). A system of Cloud Servicesand SOA to improve Health Care Organizations,
Proceedings of the International Conference on Grid
Computing and Applications (GCA) pp. 7–10. Availableat https://goo.gl/teHDYD (Accessed 19 February2016).

Microsoft (n.d.). Developing Service-OrientedApplications with WCF. Available at https://goo.
gl/3aHocq (Accessed 23 August 2016).

O’Brien, L., Merson, P. and Bass, L. (2007). QualityAttributes for Service-Oriented Architectures, IEEE,pp. 3–3. https://www.doi.org/10.1109/SDSOA.2007.
10.

OpenESB (2016). OpenESB - FAQ. Available at https:
//goo.gl/yLvGrJ (Accessed 23 December 2016).

Oracle (n.d.). Java CAPS Documentation. Available at
https://goo.gl/EcDTiX (Accessed 10 October 2016).

Pan, X. and Pohl, J. G. (2010). A Method toImplement Location Transparency in a Web ServiceEnvironment, Proceedings of InterSymp-2010: Baden-
Baden, Germany. Available at http://works.bepress.
com/jpohl/98/ (Accessed 12 December 2016).

Plácido, G., Cunha, C. and Morais, E. (2012).Promoting Ubiquity and Interoperability amongHealth Information Systems Using an SOA BasedArchitecture, Journal of e-Health Management pp. 1–14. https://www.doi.org/10.5171/2011.234077.
Rheinheimer, L. R., Martins, J. M. and C. S. Pinto, S. C.(2004). WSAgent: an agent based on web servicesto promote interoperability between heterogeneoussystems in the health domain, ACM Press, p. 214.

https://www.doi.org/10.1145/1028664.1028756.
Ryan, A. and Eklund, P. (2008). A frameworkfor semantic interoperability in healthcare: aservice oriented architecture based on healthinformatics standards, Studies in Health Technology
and Informatics 136: 759–764. Available at http:
//ebooks.iospress.nl/publication/11675 (Accessed11 February 2016).

Ryan, A. and Eklund, P. (2010). The Health ServiceBus: An Architecture and Case Study in AchievingInteroperability in Healthcare, Studies in Health
Technology and Informatics pp. 922–926. https:
//www.doi.org/10.3233/978-1-60750-588-4-922.

Saaty, T. L. (2008). Decision making with theanalytic hierarchy process., International Journal
of Services Sciences pp. 83–98. https://doi.org/10.
1007/978-1-4614-7279-7.

Sernani, P., Claudi, A., Palazzo, L., Dolcini, G. andDragoni, A. F. (2013). A multi-agent solution forthe interoperability issue in health informationsystems, CEUR Workshop Proceedings, Vol. 1099,CEUR-WS.org, Torino, Italy, pp. 24–29. Availableat https://goo.gl/jpT7bb (Accessed 07 April 2016).
Siqueira, O. M. P., Oliveira, R. A. N. d. andOliveira, A. A. d. (2016). Integração de Sistemasde Informação em Saúde com a Utilizaçãode Service Oriented Architecture (SOA), JISTEM
- Journal of Information Systems and Technology
Management 13: 255–274. https://www.doi.org/10.
4301/S1807-17752016000200006.

Smith, D. (2007). Migration of Legacy Assetsto Service-Oriented Architecture Environments,IEEE, pp. 174–175. https://www.doi.org/10.1109/
ICSECOMPANION.2007.48.

https://www.doi.org/10.3233/WIA-2011-0211
https://www.doi.org/10.3233/WIA-2011-0211
https://www.doi.org/10.1109/ICSPS.2010.5555684
https://www.doi.org/10.1109/ICSPS.2010.5555684
https://www.doi.org/10.1007/s12553-014-0085-8
https://www.doi.org/10.3109/17538157.2012.710689
https://www.doi.org/10.3109/17538157.2012.710689
https://www.hl7.org/fhir/
https://www.hl7.org/fhir/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4419958/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4419958/
http://www.hl7.org
http://www.hl7.org
https://goo.gl/bzGHPL
https://www.redbooks.ibm.com/redbooks/pdfs/sg246346.pdf
https://www.redbooks.ibm.com/redbooks/pdfs/sg246346.pdf
https://goo.gl/T9RTiJ
https://goo.gl/T9RTiJ
https://goo.gl/teHDYD
https://goo.gl/3aHocq
https://goo.gl/3aHocq
https://www.doi.org/10.1109/SDSOA.2007.10
https://www.doi.org/10.1109/SDSOA.2007.10
https://goo.gl/yLvGrJ
https://goo.gl/yLvGrJ
https://goo.gl/EcDTiX
http://works.bepress.com/jpohl/98/
http://works.bepress.com/jpohl/98/
https://www.doi.org/10.5171/2011.234077
https://www.doi.org/10.1145/1028664.1028756
http://ebooks.iospress.nl/publication/11675
http://ebooks.iospress.nl/publication/11675
https://www.doi.org/10.3233/978-1-60750-588-4-922
https://www.doi.org/10.3233/978-1-60750-588-4-922
https://doi.org/10.1007/978-1-4614-7279-7
https://doi.org/10.1007/978-1-4614-7279-7
https://goo.gl/jpT7bb
https://www.doi.org/10.4301/S1807-17752016000200006
https://www.doi.org/10.4301/S1807-17752016000200006
https://www.doi.org/10.1109/ICSECOMPANION.2007.48
https://www.doi.org/10.1109/ICSECOMPANION.2007.48


Souza et al./ Revista Brasileira de Computação Aplicada (2019), v.11, n.2, pp.42–55 | 55

Takahashi, I. (1990). AHP applied to binaryand ternary comparisons, Journal of the Operations
Research Society of Japan pp. 199–206. https://www.
doi.org/10.15807/jorsj.33.199.

Tanenbaum, A. S. and Steen, M. v. (2007).
Sistemas distribuídos: princípios e paradigmas, PearsonPrentice Hall, São Paulo.

Zhang, B., Bao, L., Zhou, R., Hu, S. and Chen, P.(2008). A Black-Box Strategy to Migrate GUI-BasedLegacy Systems to Web Services, IEEE, pp. 25–31.
https://www.doi.org/10.1109/SOSE.2008.8.

Zhang, X.-g., Li, J.-s., Zhou, T.-s., Yang, Y.-b.,Chen, Y.-q., Xue, W.-g. and Zhao, J.-p. (2009).Design and implementation of InteroperableMedical Information System based on SOA, IEEE,pp. 1074–1078. https://www.doi.org/10.1109/ITIME.
2009.5236236.

https://www.doi.org/10.15807/jorsj.33.199
https://www.doi.org/10.15807/jorsj.33.199
https://www.doi.org/10.1109/SOSE.2008.8
https://www.doi.org/10.1109/ITIME.2009.5236236
https://www.doi.org/10.1109/ITIME.2009.5236236

	1 Introduction
	2 Related Work
	3 eHealth in Brazil
	4 Interoperability architectures in health area
	4.1 Architecture of aljarullahnovel2013
	4.2 HL7Middleware Architecture by andradeusing2013
	4.3 Architecture of barbaritoimplementing2012,barbaritoimplementing2015
	4.4 HIP Platform of brzezinskihealthcare2011
	4.5 OpenHIM Architecture by crichtonarchitecture2013
	4.6 Architecture of fragidisintegrated2016
	4.7 HIISP Platform of gonghealthcare2010
	4.8 Model of herandhealthcare2013
	4.9 Architecture of hosseiniservice2014
	4.10 Architecture of lupsecloud2012
	4.11 Architecture of mannarosystem2013
	4.12 Architecture of placidopromoting2012
	4.13 WSAgent architecture of rheinheimerwsagent:2004
	4.14 HSB architecture of ryanframework2008,ryanhealth2010
	4.15 Architecture of sernanimulti-agent2013
	4.16 Architecture of zhangdesign2009

	5 Architectures Evaluation and Analysis
	5.1 Alternatives
	5.2 Evaluation Criteria
	5.3 Results

	6 Proposed architecture
	6.1 Architecture Use Scenario in Brazil
	6.2 Architecture Implementation Remarks
	6.3 Discussion

	7 Conclusions and Future Work

