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Abstract
This study develops an enhanced anomaly detection framework that integrates state-of-the-art deep learning techniques.The system detects hate speech, malicious websites, vulnerabilities in open ports, and suspicious processes. Itoptimizes detection accuracy and reliability by leveraging tailored datasets, advanced model architectures, and refinedpreprocessing strategies. To ensure robustness, it employs comprehensive validation metrics, including the PolygonArea Metric (PAM). Empirical results show significant improvements in generalization and prediction accuracy overprevious methodologies. The hate speech detection model achieved an accuracy of 88%, with precision of 75%, recall of62%, F1 score of 62%, and ROC AUC of 92%. These results deliver a proactive monitoring solution suited for modernenterprise security challenges.
Keywords: Anomaly Detection; Deep Learning; Machine Learning; Monitoring; Security
Resumo
Este estudo desenvolve um framework aprimorado para detecção de anomalias que integra técnicas de aprendizadoprofundo de última geração. O sistema é capaz de identificar discursos de ódio, sites maliciosos, vulnerabilidades emportas abertas e processos suspeitos. Ele otimiza a acurácia e a confiabilidade da detecção por meio do uso de conjuntosde dados personalizados, arquiteturas avançadas de modelos e estratégias refinadas de pré-processamento. Para garantirrobustez, o sistema emprega métricas abrangentes de validação, incluindo a métrica da Área do Polígono (PAM). Osresultados empíricos demonstram melhorias significativas na capacidade de generalização e na acurácia das previsõesem comparação com metodologias anteriores. O modelo de detecção de discurso de ódio atingiu uma acurácia de 88%,com precisão de 75%, recall de 62%, F1-score de 62% e ROC AUC de 92%. Esses resultados fornecem uma solução demonitoramento proativa, adequada aos desafios de segurança enfrentados por ambientes corporativos modernos.
Palavras-Chave: Aprendizado de Máquina; Aprendizado Profundo; Detecção de Anomalias; Monitoramento; Segurança

1 Introduction

The increased use of digital systems for securitymonitoring has created a need for more accurate andscalable anomaly detection mechanisms. Traditionalsolutions often fail to identify complex anomalies

such as hate speech, malicious websites, suspiciousprocesses, and applications running on open ports.Rossetto et al. (2024) introduced a microservices-basedmonitoring framework that employs spyware andpredictive models to detect hate speech. While the systemdemonstrated significant performance improvements
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through the adoption of the Quarkus framework, thereare still opportunities to enhance the anomaly detectioncapabilities (Noetzold et al., 2025; Kumar et al., 2024).The present work builds upon the aforementionedsystem by integrating advanced Machine Learning (ML)and Deep Learning (DL) techniques to improve anomalydetection and alert generation (Horowicz et al., 2024;Shayesteh et al., 2024). Specifically, the proposedapproach addresses the detection of hate speech fromtextual data, identification of malicious websites andDNS queries, analysis of applications running on openports using Nmap scanners, and detection of suspiciousprocesses. These improvements are grounded inestablished methodologies and empirically validatedtechniques from the literature. For example, Tayyabet al. (2023) highlighted the vulnerabilities and challengesassociated with DL algorithms in security contexts,while Lv et al. (2021) demonstrated the applicability ofDL for addressing security concerns in heterogeneousnetworks. Additionally, Shinde and Shah (2018) reviewedthe versatility of ML and DL frameworks in solvingcomplex classification and detection problems acrossvarious domains (He et al., 2024).The primary scientific contributions of this workinclude the integration of state-of-the-art DL modelsfor anomaly detection, the implementation of enhancedvalidation metrics to ensure accuracy and robustness,and the evaluation of the proposed techniques throughempirical testing. Unlike previous studies that rely onstatic rule-based detection or isolated deep learningmodels, this research introduces a novel adaptive anomalydetection framework that dynamically adjusts detectionthresholds based on contextual factors and evolvingdata distributions (Savva et al., 2024). The proposedmethodology integrates deep learning models with aprobabilistic scoring mechanism, allowing real-timedecision-making that balances sensitivity and specificity,thereby reducing false positives and improving detectionrates. Moreover, this study formalizes a multi-sourceanomaly detection pipeline that unifies text-based,network-level, and system-level anomaly detection into acohesive, end-to-end monitoring solution. This approachextends beyond simple model integration by introducingan adaptive monitoring layer capable of evolving withnew threat patterns, ensuring long-term applicability indynamic environments (Zhang et al., 2016; Azimi et al.,2020; Alom et al., 2019).Integrating multiple anomaly detectiontechniques—such as hate speech detection, maliciouswebsite identification, open port vulnerability analysis,and suspicious process monitoring—aims to providea comprehensive defense against cyber threats. Thisholistic approach enables the correlation of events acrossdifferent domains, enhancing the accuracy in identifyingmalicious activities and reducing false positives. Recentstudies have demonstrated that combining signature-based detection and behavioral analysis methods offersa more complete understanding of security events andimproves threat detection capabilities (Ahmad et al.,2021).The remainder of this paper is structured as follows:Section 2 discusses related works and provides an overview

of recent advancements and methodologies in ML andDL for anomaly detection. Section 3 presents themethodology, detailing the proposed system architecture,data collection techniques, and model configurations.Section 4 discusses the results and evaluates the proposedsystem’s performance. Finally, Section 5 concludesthe paper by summarizing the findings and outliningdirections for future research.
2 Related Works

Addressing the problem of anomaly detection, whichincludes hate speech identification, malicious websites,suspicious processes, and open port applications, has beenthe focus of several studies and commercial solutions.This section provides an overview of existing workswhile highlighting the gaps this study aims to address.Table 1 summarizes the main functionalities coveredby related studies, highlighting their strengths andlimitations. While some works, such as Rossetto et al.(2024), address multiple anomaly detection tasks, theylack deep learning-based monitoring integration. Otherstudies focus on specific threats, such as hate speechdetection (Paschalides et al., 2020) or suspicious processmonitoring (Bharathi et al., 2024), but do not providea comprehensive solution. The proposed frameworkintegrates all these functionalities, leveraging machinelearning to enhance real-time monitoring and proactiveanomaly detection.Each column in Table 1 corresponds to a specificfunctionality or feature relevant to anomaly detectionsystems. The column HSD refers to Hate Speech Detection,indicating whether the study proposes or integratestechniques for identifying harmful or abusive languagein textual content. MWD stands for Malicious WebsiteDetection, representing mechanisms for identifyingdomains or URLs associated with phishing, malwaredistribution, or other threats. SPD corresponds toSuspicious Process Detection, which involves monitoringhost or system-level processes to identify anomalousor unauthorized behavior. OPD indicates Open PortDetection, referring to the scanning or analysis ofnetwork ports to assess potential vulnerabilities orexposures. The DL column denotes whether DeepLearning techniques are employed for anomaly detection,rather than relying solely on rule-based or traditionalmachine learning methods. PM refers to ProactiveMonitoring, which evaluates whether the solutionanticipates threats based on predictive analytics ratherthan reactive responses. RTA captures Real-TimeAnalysis capabilities, essential for time-sensitiveenvironments where immediate response is critical.
DevOps integration refers to the system’s compatibilitywith DevOps workflows, including observability pipelinesand continuous deployment environments. Lastly, XAI(Explainable Artificial Intelligence) indicates whetherthe study employs interpretable models or providesexplanations for anomaly detection decisions, which isessential for transparency and trust in critical systems.The integration of four distinct anomalydomains—social (hate speech), web (malicious
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Table 1: Comparison of Related Works Based on Functionalities
Reference HSD MWD SPD OPD DL PM RTA DevOps XAIRossetto et al. (2024) ✓ ✓ ✓ ✓ – ✓ ✓ – –Noetzold et al. (2023) ✓ – – – ✓ – – – –Paschalides et al. (2020) ✓ – – – – – – – –Modha (2020) ✓ – – – – – – – –Bharathi et al. (2024) – – ✓ – ✓ – – – –Bauskar (2024) – – – – ✓ ✓ ✓ – –Mahida (2024) – – – – ✓ ✓ ✓ ✓ –Roshan and Zafar (2023) – – ✓ – ✓ – ✓ – ✓Latif-Martínez et al.(2023) – – ✓ – ✓ ✓ ✓ – –
Xie et al. (2023) – ✓ – ✓ ✓ ✓ – – –Tran and Sovilj (2024) – ✓ – – ✓ – – – –Hu and Yuan (2023) – ✓ – – ✓ – – – –Lee and Ram (2024) ✓ – – – ✓ – – – –Elzayady et al. (2023) ✓ – – – ✓ – – – –Alharbi et al. (2020) – – – – ✓ – – – –Ahmad et al. (2021) – – – – ✓ – – – –Panigrahi et al. (2021) – – – – ✓ – – – –Zhang et al. (2019) – – – – ✓ – – – –
Proposed Work ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

websites), network (open ports), and host (suspiciousprocesses)—under a unified framework offers severaladvantages over isolated systems. This approach enablescontextual information sharing across domains, allowingcorrelations between anomalies detected in differentlayers, which enriches threat identification. It alsooptimizes computational resources by consolidatingmonitoring infrastructure and feature extraction,improving scalability and efficiency. Furthermore,the unified system supports adaptive learning anddynamic thresholding informed by cross-domainfeedback, enhancing detection accuracy in evolvingthreat landscapes. Finally, centralized managementand DevOps integration streamline deployment andobservability, making the solution more practical forreal-time proactive monitoring. These factors collectivelycontribute to a more effective and resilient anomalydetection system than the sum of four independentsolutions.Rossetto et al. (2024) and Noetzold et al. (2023)introduced a monitoring framework that integratesspyware techniques and predictive models for detectingdata leaks, suspicious behaviors, and hate speech. Theirmicroservices-based system demonstrated significantperformance improvements by reducing CPU and memoryusage. However, their solution relied on blacklists fordetecting malicious websites, vulnerabilities in open ports,and suspicious processes, which limits the ability toproactively identify new threats.Paschalides et al. (2020) introduced a big data platformto monitor and detect hate speech online. The system usesensemble-based classification algorithms and focuseson processing and visualizing statistical information.Similarly, Modha (2020) developed a tool to detect andvisualize aggression in social media, utilizing browser-based plugins. Although effective for online platforms,these works are limited to text-based data and do notinclude network or process analysis.Imam and Siregar (2021) explored spyware techniques,

specifically keyloggers, for securing digital systems. Theirresearch demonstrated how spyware can capture useractivities to prevent unauthorized access. Similarly,Wulandari (2023) developed a spyware-based keyloggerto monitor smartphone user interactions. These studiesemphasize the dual-use nature of spyware, highlightingits utility for security purposes. Bharathi et al. (2024)proposed the InsightGuard system, which combinesmachine learning and computer vision to monitor screenusage and user posture. The automated alert mechanismsof the system improve user safety, but are not designed todetect network-level anomalies or malicious processes.
Bauskar (2024) investigates the application of machinelearning techniques to enhance system observability,particularly in anomaly detection scenarios. His studyemphasizes the role of predictive analytics in identifyingsystem failures, intrusions, and performance degradationin real-time, thus enabling proactive monitoringstrategies. Similarly, Mahida (2024) explores theintegration of observability with DevOps practices infinancial services technology, focusing on the impactof continuous monitoring in optimizing operationalresilience and regulatory compliance. His work highlightskey challenges such as security risks, data overload,and organizational adaptation required for effectiveimplementation. Furthermore, Mahida discusses thefuture of observability, emphasizing the increasingrole of artificial intelligence and machine learning inautomating observability tasks, ultimately reinforcing theeffectiveness of anomaly detection and system reliability.
Roshan and Zafar (2023) proposed an explainableanomaly detection framework that applies theKernelSHAP method to interpret the decision process ofdeep neural networks in cybersecurity contexts. Theirapproach emphasizes the need for model transparency,particularly in high-stakes applications like threatdetection. The study evaluates suspicious processbehavior and demonstrates the ability to isolateinfluential features contributing to classification
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outcomes. Although the model includes real-timeevaluation and explainable mechanisms, it does notincorporate network-layer threats, such as open portscanning or malicious domains, and lacks integrationwith broader monitoring architectures.Latif-Martínez et al. (2023) introduced a Graph NeuralNetwork (GNN)-based method for detecting contextualanomalies in network infrastructures. Their work focuseson capturing temporal and topological relationshipsamong network nodes, which enhances the identificationof stealthy or correlated threats. The study presents areal-time analysis engine and shows promising resultsfor intrusion scenarios, including suspicious trafficbehaviors. However, the scope remains confined tonetwork anomalies, excluding textual data analysis suchas hate speech, and does not integrate with process-levelobservability or DevOps practices.Xie et al. (2023) presented a hierarchical spatiotemporalmodel for detecting Trojan traffic using deep learning.Their method leverages the spatial structure of packetflows combined with temporal behavior to identifyanomalies in encrypted and obfuscated communication.The study demonstrates detection capabilities formalicious website activities and port-based attacks,offering a robust solution for traffic-level intrusion.Despite its strengths in analyzing low-level data streams,the framework is not designed for broader anomalydetection tasks such as behavioral analysis of processes ortext-based threat identification like hate speech.Tran and Sovilj (2024) proposed a malicious websitedetection framework using granular feature analysisin combination with machine learning classifiers.The system evaluates website attributes includingDNS features, lexical patterns, and certificatemetadata to enhance detection accuracy. While theauthors apply deep learning models and demonstrateperformance improvements, the framework is limitedto static web indicators and does not address runtimeanomalies, system-level monitoring, or adaptive scoringmechanisms.Hu and Yuan (2023) conducted a comprehensivereview of data-driven methods for detecting maliciouswebsites. Their work categorizes a variety of machinelearning and deep learning approaches, highlightingcurrent challenges such as dataset imbalance and conceptdrift. Although the study provides a solid theoreticalbackground and benchmarking insights, it does notcontribute a unified system or implementation. It alsodoes not address integration with real-time environmentsor proactive monitoring frameworks.Lee and Ram (2024) introduced a personality-basedmodel for hate speech detection using deep learning. Theirframework incorporates psycholinguistic features derivedfrom user-generated content to enhance classificationperformance. The study demonstrates that integratinginferred personality traits improves the model’s ability todetect hate speech across various platforms. Althoughthis approach contributes a novel angle to text-basedthreat detection, it does not consider other anomalydomains such as system behavior or network-basedthreats, and it lacks integration with real-time monitoringor explainable AI techniques.

Alharbi et al. (2020) conducted a broad survey onintrusion detection systems (IDS) within Internet ofThings (IoT) environments, focusing on the use ofmachine learning and deep learning techniques. Thereview emphasizes architecture models, attack taxonomy,and the limitations of traditional IDS methods in dynamiccontexts. While the study outlines several deep learningapplications for anomaly detection, it lacks empiricalvalidation and does not present an integrated monitoringsolution. It also does not cover text-based threats such ashate speech or DevOps-oriented observability strategies.
Ahmad et al. (2021) provided a systematic study ofnetwork intrusion detection systems that utilize bothtraditional and deep learning approaches. Their analysisincludes evaluations of supervised, unsupervised, andhybrid models applied to public datasets. The papercontributes insights into performance trade-offs and real-time capabilities. However, the study remains focusedon network traffic and packet-level anomalies, omittingconsiderations of application-layer threats or integrationwith behavioral and textual analysis.
Panigrahi et al. (2021) offered a comprehensiveoverview of anomaly detection methods in IoT, coveringboth machine learning and deep learning strategies. Theirtaxonomy includes unsupervised learning, clustering,and ensemble methods, applied to sensor and networkdata. Although the paper discusses model architecturesand application domains, it does not propose a unifiedframework or include modules for user behavior orlanguage-based anomaly detection. The focus is technical,with less emphasis on proactive monitoring and systemintegration.
Zhang et al. (2019) compared multiple deeplearning models for intrusion detection, includingCNNs, LSTMs, and hybrid architectures. The studyevaluates detection accuracy on benchmark datasetsand provides recommendations on network structureoptimization. While the experimental setup demonstratesthe effectiveness of deep architectures, the work centerssolely on network-level intrusions and omits broaderanomaly categories such as process analysis, portscanning, or text-based abuse. The lack of integrationwith monitoring systems limits its practical deploymentscope.
Compared to the existing literature, the proposedsolution advances prior work by introducing an adaptiveanomaly detection framework based on deep learning.Unlike Rossetto et al. (2024), which relies on staticblacklist-based detection, this study implementsa dynamic probabilistic scoring mechanism thatcontinuously adjusts detection thresholds accordingto real-time data behavior. The framework not onlyidentifies hate speech in textual content but alsoincorporates network traffic analysis for detectingmalicious websites, automated scanning for open portvulnerabilities, and behavioral profiling for suspiciousprocess monitoring. This unified approach goes beyondsimple model integration by embedding an adaptivemonitoring layer capable of evolving with emergingthreats, thereby supporting long-term resilience indynamic and heterogeneous security environments.
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3 Methodology
This section details the methodology employed toimplement the anomaly detection framework. The systemis divided into distinct applications, each addressing aspecific functionality: detection of hate speech, maliciouswebsites, open port vulnerabilities, and suspiciousprocesses. Each application uses tailored datasets,deep learning models, and hyperparameter optimizationstrategies to achieve accurate detection and predictionresults.Fig. 1 illustrates the comprehensive workflow ofthe proposed anomaly detection system, encompassingdata preparation, model training, and real-time alertgeneration. The process begins with data collectionand preprocessing, where raw datasets are cleaned,standardized, and transformed into a format suitable fordeep learning models. Feature extraction techniques arethen applied to identify relevant patterns in the data,optimizing its input for model training.Next, the system selects and trains deep learningmodels using tailored architectures and hyperparameteroptimization. These models undergo rigorous validationto ensure accuracy and reliability. To maintain relevanceand adaptability, the models are retrained daily usingupdated datasets, integrating recent trends and patternsinto their predictions.Once the models are updated, the system transitionsto real-time operations. Current data is collected fromthe monitoring infrastructure, preprocessed similarly tothe training phase, and passed through the deployed deeplearning models. These models classify the data to detectanomalies, generating alerts for identified threats, suchas hate speech, malicious websites, vulnerabilities in openports, or suspicious processes. This continuous cycleensures robust detection and timely mitigation of potentialrisks.Fig. 2 illustrates the detailed architecture of theproposed system. Data from diverse sources are collectedand preprocessed through a unified pipeline, ensuringconsistency across domains. Each specialized modelprocesses its respective data stream, producing anomalyscores or classifications. These outputs are then fed intoan integration module that correlates findings acrossdomains, enhancing detection accuracy and reducing falsepositives. The integrated alerts are presented in a real-time monitoring interface, enabling prompt responseand system management. This architecture supportscontinuous retraining and adaptation, maintainingsystem effectiveness in dynamic environments.
3.1 Datasets

The performance of deep learning models dependson the quality and relevance of the datasets used fortraining. Specific datasets were selected to address eachfunctionality in the system. For hate speech detection, theKaggle dataset (Kaggle, n.d.b) includes textual data labeledas hate speech, offensive language, and neutral content1.
1https://www.kaggle.com/code/prnvthkkr/hate-speech-detection

Its diversity enables the model to identify harmful contentacross different contexts.The detection of open port vulnerability utilized theCommon Vulnerabilities and Exposures (CVE) dataset(CVE, n.d.), which contains detailed records of knownvulnerabilities, including severity levels and affectedsoftware2, allowing an accurate prediction of networkthreats. The detection of malicious websites employed aDNS traffic dataset from Kaggle (Kaggle, n.d.a), providinglabeled DNS requests to distinguish between benign andmalicious domains3. Its realistic traffic patterns supportedthe model’s training.Suspicious process detection used the CICIDS2017dataset (CICIDS, n.d.), comprising network flow dataand process metadata from simulated cyberattacks4. Itscomprehensive representation of normal and maliciousactivities facilitated effective anomaly detection. Thesedatasets were chosen for their alignment with eachfunctionality, ensuring reliable model training andevaluation.To address the evolving nature of data, such asemerging slang in hate speech or new URL obfuscationtechniques, the system employs a reactive adaptationstrategy. This involves periodic updates of the trainingdatasets with newly collected and labeled data to capturerecent trends and threat patterns. Additionally, updatedblacklists and heuristic rules are integrated to complementthe machine learning models, enhancing detection ofnovel or obfuscated threats. This approach ensuresthat the framework remains effective over time despitechanges in data distributions and adversarial tactics.For the Open Port Vulnerability Detection, data iscollected using Nmap, which provides detailed informationabout open ports, running services, protocols, and versionbanners. These outputs are parsed and structured intofeature vectors containing port numbers, protocol types,service names, response times, and inferred softwareversions. The collected data is then matched against CVEidentifiers to create labeled samples. For the SuspiciousProcess Detection, system telemetry data—includingCPU usage, memory consumption, parent-child processrelations, and execution time—is gathered using host-based monitoring tools such as psutil and Auditd. Thedata is transformed into time series sequences andcorrelated with the CICIDS2017 network flows to simulaterealistic attack patterns. This comprehensive collectionenables training on both static and behavioral indicatorsof malicious activity.
3.2 Data Preprocessing and Normalization

Effective preprocessing and normalization were appliedto ensure clean, consistent, and standardized input datafor training the models. The preprocessing pipeline wasdesigned to handle multiple types of data—text, numericalvalues, and time-series data—ensuring optimal input
2https://cve.mitre.org/3https://www.kaggle.com/datasets/peterfriedrich1/dns-test-tra
ffic-dohbrw20204https://www.unb.ca/cic/datasets/ids-2017.html
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Figure 1: General workflow of the anomaly detection system.
representation across different functionalities. Thekey steps involved data cleaning, feature extraction,normalization, and balancing.

For the hate speech detection dataset, thepreprocessing pipeline removes noise and standardizesinput sequences. The steps include removing URLs,mentions (@username), special characters, andstopwords, followed by converting text to lowercase.Tokenization and lemmatization normalize wordvariations, and sequence padding ensures a fixed lengthof nmax. Mathematically, the transformation of eachtextual input sequence T into a numerical representationfollows:

Xtext = Pad(Lemmatize(Tokenize(T)), nmax) (1)
where Tokenize(T) maps a sentence into a sequence ofword tokens, Lemmatize(·) reduces words to their baseform, and Pad(·, nmax) ensures a fixed sequence length of

nmax. To enhance semantic understanding, the frameworkapplies pre-trained word embeddings such as GloVe orWord2Vec, representing each token as a dense vector:

Xtext = n∑
i=1

E(wi) (2)

where E(wi) ∈ Rd is the embedding of word wi in a
d-dimensional space.

For the CVE dataset related to open port vulnerabilities,numerical features such as Common VulnerabilityScoring System (CVSS) scores were normalized to ensurea uniform scale across different feature magnitudes.Missing values were imputed using the median of therespective feature distribution, while categorical variableswere encoded using one-hot encoding. The numericalfeatures were normalized using min-max scaling:

X′ = X − Xmin
Xmax − Xmin (3)

where Xmin and Xmax are the minimum and maximumvalues of the feature.
For malicious website detection, the DNS traffic datasetunderwent extensive preprocessing, which included theremoval of duplicate queries, extraction of query types anddomain lengths, and computation of entropy values fromDNS requests. Categorical attributes, such as query types,were encoded using one-hot encoding, while numericalfeatures were scaled using min-max normalization. Thebinary classification labels were encoded as:

yi =
{1, if domain is malicious0, if domain is benign (4)

For suspicious process detection, the CICIDS2017dataset contained network traffic and system logsthat required specialized feature engineering. Thepreprocessing steps included removal of irrelevant orincomplete records and selection of key features such asmemory usage, CPU consumption, and process creationtime. Data standardization was performed using zeromean and unit variance normalization:

X′ = X − µ

σ
(5)

where µ is the mean and σ is the standard deviation ofthe feature.
To address class imbalance, Synthetic Minority Over-sampling Technique (SMOTE) was applied to generatesynthetic samples for underrepresented classes. TheSMOTE algorithm generates new samples as follows:
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Figure 2: Detailed architecture of the integrated anomaly detection system showing real-time data flow and interactionbetween the four detection modules.

Xnew = Xi + λ · (Xj − Xi) (6)
where Xi and Xj are two randomly selected minorityclass samples and λ is a random value in the range [0, 1].The complete preprocessing workflow for all datasetsis formalized in Algorithm 1, ensuring consistency acrossdifferent anomaly detection tasks. For Hate SpeechDetection, text data is cleaned by removing specialcharacters, URLs, and mentions, followed by tokenization,lemmatization, and embedding-based representation,with sequence padding for uniform input sizes. OpenPort Vulnerability Detection involves imputing missingvalues, encoding categorical variables, and normalizingnumerical features using min-max scaling to standardizedata distribution. Malicious Website Detection appliesredundant query filtering, extracts statistical featuresfrom domains (e.g., entropy and query types), encodescategorical attributes, and normalizes numerical values.Suspicious Process Detection selects relevant systemmetrics (e.g., CPU and memory usage), applies zero meanand unit variance standardization, and addresses classimbalance with SMOTE. This structured approach ensuresthat each dataset is well-formatted, optimizing featurerepresentation for robust anomaly detection.

3.3 Training

The training phase of the anomaly detection frameworkinvolved selecting suitable deep learning models, definingappropriate hyperparameters, and employing tailoredstrategies for each functionality. Table 2 summarizes

the configurations, models, and strategies applied toeach dataset and functionality. The selection of modelsand hyperparameters was informed by the specificcharacteristics of the data, computational limitations, andthe objectives of each detection task.For hate speech detection, the Bidirectional LSTMmodel was chosen due to its proficiency in modelingsequential text data, capturing dependencies in wordsequences. The integration of pre-trained GloVeembeddings provided additional semantic richness,enhancing the model’s capability to identify nuancedlinguistic patterns. Addressing class imbalance withSMOTE ensured the training data was appropriatelydistributed for learning.The detection of vulnerabilities in open ports leverageda Feedforward Neural Network due to its ability to processnumerical and categorical data effectively. The inclusion ofseverity-level features from the CVE dataset augmentedthe model’s predictive capabilities. Regularization andlearning rate scheduling were employed to manageoverfitting and stabilize training.While traditional detection of open port vulnerabilitiescan rely on signature-based approaches, such asquerying CVE databases to match known versionexploits, this method fails to generalize in caseswhere version information is missing, obfuscated, orwhen behavior indicates suspicious activity withoutan associated CVE. Our learning-based approachcomplements these deterministic checks by identifyingpatterns and contextual signals—such as unusual portcombinations, traffic anomalies, or rare software-serviceassociations—that may indicate emerging or zero-daythreats. As discussed in Javaid et al. (2016), deep learning
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Table 2: Training configurations, models, and strategies for each functionality.
Functionality Model Architecture and Strategy Optimizer Learning

Rate
Batch
Size

Epochs

Hate Speech Detection Bidirectional LSTM with AttentionMechanismPre-trained GloVe embeddings for textrepresentationDropout rate: 0.3Early stopping: patience = 5Sequence length: 100 tokens

Text tokenized and paddedDataset imbalance handled with SMOTEFocused on contextual representation
Adam 0.001 64 18

Open PortVulnerabilities Feedforward Neural Network (3 hidden layerswith 128 neurons each)Activation: ReLURegularization: L2 penalty (λ = 10−4)Learning rate scheduler

Normalized with Min-Max scalingCVE severity features integrated for enhancedpredictionsBalanced with weighted loss

Adam 0.0005 128 100

Malicious WebsiteDetection Convolutional Neural Network (CNN)First layer: 64 filters, kernel size = 3Max pooling and batch normalization layersSGD optimizer with momentum

Data augmentation using synthetic DNStrafficOne-hot encoding for categorical datarepresentationFocused on time-sensitive threat detection

SGD withMomentum 0.01 32 200

Suspicious ProcessDetection Hybrid RNN-CNN ModelRNN: GRU layers for sequential dataCNN: spatial feature extraction from networkflowsGradient clipping for stability

Time-series segmentation for inputconsistencyClass imbalance addressed with SMOTEValidated using cross-validation

Adam 0.001 64 150

models have proven capable of capturing subtle patternsin network behavior that static rules alone cannot detect.For malicious website detection, a CNN model wasemployed to capture spatial patterns in DNS traffic data.This choice was motivated by the structured nature of DNSrequests, where convolutional layers excel in identifyinghierarchical patterns. Data augmentation and one-hotencoding were applied to enhance generalization andaccurately represent categorical features.Suspicious process detection required a hybrid RNN-CNN architecture to handle the temporal and spatialaspects of process behavior data. GRU layers capturedsequential dependencies, while CNN layers extractedspatial features from network flows. SMOTE wasemployed to mitigate class imbalance, and gradientclipping ensured the stability of the training process.These methodologies were tailored to the specificrequirements and challenges of each detection task,ensuring that the models were well-suited to theirrespective domains while maintaining computationalefficiency and accuracy.
3.4 Validation Methods

The validation process for the deep learning modelsensures reliability and robustness by applying variousmetrics and strategies. The study utilizes five coreclassification metrics:
• Accuracy: Measures the ratio of correctly classifiedsamples to the total samples.• Precision: Assesses the model’s ability to minimizefalse positives while identifying true positives.• Recall: Evaluates the model’s success in capturing alltrue positives.• F1 Score: Combines precision and recall into a singlemeasure, balancing performance in cases of classimbalance.• ROC AUC: Quantifies the model’s capability todistinguish between classes across thresholds.

Additionally, the polygon area measure (PAM)

(Aydemir, 2020) evaluates performance across multipledimensions. It calculates the area of a polygon formed bynormalized metric values, providing a comprehensiveview of the trade-offs between metrics. The validationprocess for the models employs the following strategies:
• Cross-Validation: K-fold cross-validation ensuredgeneralization to unseen data during hyperparametertuning (Baumann, 2003).• Early Stopping: Training was halted when validationloss ceased to improve, preventing overfitting (Wu andLiu, 2009).• Learning Curve Analysis: Training and validationloss and accuracy curves were analyzed to monitorconvergence and identify potential overfitting orunderfitting (Rani and Kumar, 2019).

3.5 Anomaly Detection Strategy

The anomaly detection process in the proposed frameworkfollows a structured pipeline designed to efficientlyidentify suspicious activities in different contexts,including hate speech, malicious websites, openport vulnerabilities, and suspicious processes. Thedetection mechanism is divided into three main stages:
Preprocessing, Inference, and Post-processing, asdescribed in Algorithm 2.The detection mechanism is based on a probabilisticclassification function, where the likelihood of an instancebeing anomalous is determined by the output of a deeplearning model M. Given an input instance xi, the modelproduces an anomaly score ŷi:

ŷi = fM(xi) = σ(W · xi + b) (7)
where:

• W represents the weight matrix of the trained model,• b is the bias term,• σ(·) is the activation function (e.g., softmax or sigmoid).
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Algorithm 1 Data Preprocessing Pipeline
Require: Input dataset D, target task T
Ensure: Processed dataset D′

1: for each instance xi ∈ D do2: if T == Hate Speech Detection then3: Remove special characters, URLs, and mentions4: Convert text to lowercase5: Tokenize and lemmatize words6: Apply word embeddings7: Pad sequences to fixed length8: else if T == Open Port Vulnerabilities then9: Impute missing values10: Apply one-hot encoding to categorical features11: Normalize numerical features using min-maxscaling12: else if T == Malicious Website Detection then13: Remove redundant DNS queries14: Extract domain-based statistical features15: One-hot encode categorical attributes16: Normalize numerical features17: else if T == Suspicious Process Detection then18: Remove irrelevant records19: Select memory and CPU-related features20: Standardize features to zero mean and unitvariance21: Apply SMOTE for class balancing22: end if23: end for24: return D′

An instance is classified as an anomaly if:
ŷi > θ (8)

where θ is a predefined detection threshold optimizedbased on model evaluation metrics (e.g., maximizing F1-score or minimizing false positive rates).
3.5.1 Feature Engineering for Anomaly ClassificationEach anomaly type requires domain-specific featureextraction techniques to optimize detection accuracy:
• Hate Speech Detection: Textual data is preprocessedthrough tokenization, lemmatization, andvectorization using word embeddings (e.g., GloVe).The input text is represented as a numerical matrix

Xtext ∈ Rd×n, where d is the embedding dimension and
n is the sequence length.• Malicious Website Detection: DNS traffic logs areprocessed using one-hot encoding and statisticalaggregation. Features such as domain length, entropyof DNS queries, and request frequency are used to buildthe input feature vector Xdns ∈ Rm, where m is thenumber of extracted features.• Open Port Vulnerability Detection: Network scanningdata is transformed using min-max normalization.Each scan result is encoded as a feature vector Xport ∈
Rk, where k represents network traffic attributes suchas response time, protocol type, and port state.

Algorithm 2 Anomaly Detection Process
Require: Input dataset D, Pre-trained Model M, DetectionThreshold θ
Ensure: Identified anomalies and corresponding alertgeneration1: Preprocessing:2: for each instance xi ∈ D do3: Normalize input features and Apply featureengineering and transformation4: end for5: Inference:6: for each instance xi ∈ D do7: Compute anomaly score ŷi = M(xi)8: if ŷi > θ then9: Flag xi as an anomaly10: end if11: end for12: Post-processing:13: Aggregate detected anomalies14: Generate alerts for real-time response mechanisms15: return List of detected anomalies
• Suspicious Process Detection: System process activityis monitored over time and structured as a time-series dataset. The temporal behavior is modeledusing a recurrent neural network (RNN) with inputsequences Xproc = {x1, x2, ..., xt}, where t is the time steprepresenting process execution states.

The extracted features are standardized and fed intothe trained deep learning model M to compute anomalyscores ŷi. The decision boundary defined by θ determineswhether an instance is classified as normal or anomalous.
3.5.2 Threshold Optimization for Anomaly ClassificationThe selection of an optimal threshold θ is critical forachieving a balance between precision and recall. Acommonly used method for optimizing θ is based onmaximizing the F1-score:

θ∗ = arg max
θ

2 × Precision(θ) × Recall(θ)Precision(θ) + Recall(θ) (9)
where:

• Precision(θ) = TP
TP+FP• Recall(θ) = TP

TP+FN

Here, TP (true positives), FP (false positives), and FN(false negatives) are computed from the model’s confusionmatrix.The optimization of θ ensures that the model achievesthe best possible balance between detecting real anomalieswhile minimizing false alarms.
3.5.3 Real-time Processing ConsiderationsGiven the real-time constraints of anomaly detection inmonitoring environments, computational efficiency is akey concern. The computational complexity of the model’sinference phase is given by:
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O(T · (F · D)) (10)
where:

• T represents the number of training iterations,• F denotes the number of extracted features perinstance,• D is the dataset size.
The real-time processing capability is furtherenhanced by:

• Implementing batch inference to parallelize anomalydetection.• Using precomputed feature embeddings to reducecomputational overhead.• Applying early stopping techniques to avoidunnecessary model iterations.
This structured approach to anomaly detection ensuresaccurate, scalable, and efficient identification of securitythreats across multiple domains.

4 Results
This section evaluates the proposed anomaly detectionsystem across its primary functionalities: SuspiciousProcess Detection, Malicious Website Detection, OpenPort Vulnerabilities, and Hate Speech Detection. Theanalysis includes training and validation curves for lossand accuracy, alongside metrics such as precision, recall,F1 score, ROC AUC, and the Polygon Area Metric (PAM)(Aydemir, 2020).While traditional metrics such as precision, recall,and F1-score provide valuable insights into individualaspects of model performance, they do not always capturethe balance between different evaluation criteria. Toaddress this limitation, the Polygon Area Metric (PAM) isemployed as a multi-dimensional performance measure.PAM computes the area of a polygon formed by normalizedclassification metrics, providing a comprehensive viewof the system’s effectiveness across multiple evaluationdimensions. This approach allows us to assess not only themodel’s accuracy but also its consistency across differentaspects of anomaly detection.The PAM is defined mathematically as:

PAM = 12
∣∣∣∣∣∣

n∑
i=1

xiyi+1 − yixi+1
∣∣∣∣∣∣ (11)

where:
• (xi, yi) represent the normalized values of keyperformance metrics (e.g., precision, recall, F1-score,accuracy, ROC AUC),• n is the number of metrics included in the analysis,• The indices are cyclic, meaning xn+1 = x1 and yn+1 = y1to close the polygon.

By incorporating PAM, we obtain a single quantitative

measure that reflects the trade-offs between multipleperformance indicators. A higher PAM value indicates amodel that maintains a strong balance across differentevaluation metrics, minimizing trade-offs betweenprecision and recall while ensuring stable accuracy androbustness.Fig. 3 presents the training and validation loss andaccuracy curves for each model. The Suspicious ProcessDetection model shows a consistent reduction in lossacross epochs, with validation loss aligning closely withtraining loss, suggesting effective generalization.Similarly, accuracy curves demonstrate steadyimprovement, with validation accuracy convergingtowards training accuracy.The Malicious Website Detection model exhibits asteady and significant reduction in loss throughout thetraining process, accompanied by a consistent increasein accuracy. This trend reflects the model’s ability toeffectively learn patterns and features from the DNSdataset, enabling it to accurately classify websites.Moreover, the close alignment between validationand training metrics suggests robust generalizationcapabilities, indicating that the model performs well onunseen data without overfitting.For the Open Port Vulnerabilities Detection model, theloss decreases rapidly during the initial training epochs,demonstrating the model’s quick adaptation to identifyingpatterns within the dataset. As training progresses, theloss stabilizes, signaling convergence. The validationloss closely mirrors the training loss, underscoring themodel’s ability to generalize effectively across varyingdata samples. The corresponding accuracy curvesshow consistent improvement over time, confirmingthe model’s capability to reliably detect open portvulnerabilities and potential threats within the network.Fig. 4 provides a comprehensive evaluation of themodels using the PAM framework, which incorporatesmultiple metrics including precision, recall, F1 score, ROCAUC, and accuracy. The Suspicious Process Detectionmodel achieves a well-balanced performance acrossall metrics, showcasing its versatility in identifyingpotentially harmful processes with high reliability.Similarly, the Malicious Website Detection model excelsparticularly in precision and recall, highlighting itsstrength in accurately classifying malicious domainswhile minimizing false positives and false negatives.The Open Port Vulnerabilities Detection model alsodemonstrates consistent performance across metrics,affirming its effectiveness in identifying network threatsand contributing to overall system security. This balancedevaluation ensures that each model is not only accuratebut also robust in detecting and mitigating threats indiverse contexts.For hate speech detection, the evaluation resultsdemonstrate measurable improvements over the baselineapproach. Fig. 5 shows the training loss and accuracycurves, indicating stable convergence and low variancebetween training and validation, which suggests effectivegeneralization.Fig. 6 illustrates the radar chart comparing theproposed model with a baseline based on classical machinelearning (SVM or Random Forest). The F1 score increases



42 Noetzold et al. | Revista Brasileira de Computação Aplicada (2026), v.18, n.2, pp.32–48

Figure 3: Training and validation loss and accuracy for Suspicious Process Detection, Malicious Website Detection, andOpen Port Vulnerabilities models.
from 0.61 to 0.88, recall from 0.68 to 0.81, and precisionfrom 0.81 to 0.87. The proposed model also shows gains inROC AUC, which rises from 0.83 to 0.91, and in accuracy,which improves from 0.71 to 0.95.

These improvements result from combiningBidirectional LSTM layers with attention mechanisms,applying SMOTE to balance class distributions,and incorporating pre-trained GloVe embeddings.The preprocessing pipeline includes normalization,tokenization, and padding steps that maintain consistentinput length and representation. The integration ofthese techniques leads to higher detection performanceacross all evaluated metrics when compared to traditionalclassifiers that rely on fixed features and shallowarchitectures.

4.1 Comparison with Baseline Models and
Resource Consumption

To assess the effectiveness of the proposed deep learning-based anomaly detection framework, comparativeexperiments were conducted using baseline models,including Support Vector Machines (SVM), RandomForest (RF), and rule-based approaches. The objectivewas to evaluate both detection performance and resourceusage. All experiments were performed on a machineequipped with an Intel Core i5 8th generation CPU, 8GB ofRAM, and no GPU acceleration.In the Hate Speech Detection task, the BidirectionalLSTM model with attention reached an F1-score of 0.88and ROC AUC of 0.91. The SVM baseline achieved an F1-score of 0.61 and ROC AUC of 0.83, while the Random Forestmodel scored 0.68 and 0.81, respectively. These resultsare aligned with previous findings that deep contextual
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Figure 4: Polygon Area Metric evaluation for SuspiciousProcess Detection, Malicious Website Detection, andOpen Port Vulnerabilities models.
models provide better performance in language-basedclassification tasks (Zhang et al., 2019; Fatima et al., 2025).For Open Port Vulnerability Detection, the feedforwardneural network obtained an F1-score of 0.88. In contrast, arule-based system using static CVE matching produced anF1-score of 0.74. The learning-based approach identifiedpatterns beyond explicit version checks, even whenversioning information was incomplete (Panigrahi et al.,2021; Guo et al., 2025).In the Malicious Website Detection task, theconvolutional neural network (CNN) achieved anF1-score of 0.85 and ROC AUC of 0.89. The baseline SVMand RF classifiers yielded F1-scores of 0.73 and 0.75. TheCNN extracted discriminative patterns from DNS querystructures and entropy variations more effectively thanthe classical models.For Suspicious Process Detection, the hybrid RNN-CNN model achieved an F1-score of 0.87 and ROC AUCof 0.91. The Random Forest model reached an F1-scoreof 0.68, and SVM achieved 0.64. The hybrid modelhandled temporal dependencies and event sequences moreefficiently, supporting its application in dynamic behavioranalysis (Ahmad et al., 2021).Despite the limited hardware setup, the frameworkmaintained acceptable inference times. The averageinference time per sample ranged from 20 to 35 ms,depending on the model complexity. Memory usageduring inference remained between 1.4 GB and 2.8GB. All models were trained and executed in CPU-onlymode using parallel batch processing and lightweightoptimization techniques.These results indicate that the proposed frameworkdelivers consistent improvements in detectionperformance across all tasks, while operating withinthe constraints of modest computational resources. Theresults support the feasibility of deploying deep learning-based monitoring solutions even in low-resourceenvironments (Alharbi et al., 2020).

4.2 Performance, Resource Consumption and
Hardware Evaluation

Evaluating the operational feasibility of the proposedanomaly detection framework involves a comprehensiveperformance analysis across heterogeneous hardwareenvironments. The experiments simulate real-worlddeployment scenarios, ranging from high-performanceservers to resource-constrained edge and IoT devices.Three representative platforms were selected: (i) ahigh-end server equipped with an Intel Xeon CPU andNVIDIA T4 GPU, (ii) an edge gateway based on RaspberryPi 4, and (iii) an IoT endpoint using ESP32-S3. Foreach platform, we measured inference latency, memoryconsumption, CPU utilization, throughput, and energy-related metrics.The evaluation was performed using batch inferenceover 1,000 samples per task. Latency values correspond tothe average inference time per sample, while throughputrepresents the number of processed samples per second.Memory usage reflects peak consumption duringinference, and CPU utilization was monitored usingsystem profiling tools. Energy consumption metrics wereobtained using hardware-specific monitoring interfacesand manufacturer specifications. Table 3 summarizesboth hardware specifications and measured performancemetrics.The results demonstrate that the proposed frameworkachieves low-latency inference on high-performancehardware, with average response times below 15 ms,making it suitable for real-time monitoring applications.On edge devices, latency increases but remains withinacceptable bounds for near real-time detection. Even onconstrained IoT devices, the system maintains functionaloperation, albeit with reduced throughput.In terms of resource consumption, memory usageremains within practical limits across all platforms.The higher CPU utilization observed in edge andIoT environments reflects the absence of hardwareacceleration, yet does not compromise system stability.Energy analysis indicates that while high-performanceservers deliver superior latency, edge and IoT devicesprovide significantly better energy efficiency. Thishighlights the adaptability of the proposed frameworkacross diverse deployment scenarios, enablingflexible trade-offs between performance and energyconsumption.Overall, these results confirm that the framework is notonly accurate but also computationally viable, addressingthe critical requirements of real-time anomaly detectionsystems in production environments.
4.3 Confusion Matrix Analysis and False Positive

Impact

While aggregate metrics such as accuracy and F1-scoreprovide a general overview of model performance, theydo not capture the operational impact of different types ofclassification errors. In anomaly detection systems, thecost of false positives (FP) and false negatives (FN) variessignificantly depending on the application domain.To address this, we analyzed the confusion matrix for
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Figure 5: Training loss and accuracy curves for the hate speech detection model.
Table 3: Comprehensive Hardware Specifications and Measured Performance Metrics for the Proposed Framework

Metric High-End Server (Xeon/T4) Edge Gateway (Raspberry Pi 4) IoT Endpoint (ESP32-S3)
CPU Architecture Intel Xeon (x86_64) @ 2.2 GHz ARM Cortex-A72 @ 1.5 GHz Xtensa LX7 @ 240 MHzMemory (RAM / SRAM) 12.6 GB DDR4 4 GB LPDDR4 512 KB SRAMStorage / Flash 100 GB SSD 32 GB microSD 8 MB FlashOperating System Ubuntu 22.04 LTS Raspberry Pi OS (64-bit) FreeRTOS / ESP-IDF
Inference PerformanceAvg. Latency (ms/sample) 12.4 85.7 310.5Throughput (samples/sec) 80.6 11.6 3.2Batch Processing Size 64 16 4
Resource UtilizationPeak Memory Usage (MB) 2850 920 180CPU Utilization (%) 72 81 88GPU Utilization (%) 64 – –
Energy and EfficiencyActive Power Consumption (W) 95.0 7.5 0.15Idle Power Consumption (W) 45.0 2.8 0.04Energy per Inference (J) 1.18 0.64 0.05Energy Efficiency (samples/W) 0.85 1.55 21.3

Figure 6: Comparison of PAM metrics between theproposed model and the baseline model for hate speechdetection.

each detection module, extracting FP and FN rates tobetter understand their practical implications. Table 4summarizes these results.
Table 4: Confusion Matrix-Based Error Analysis AcrossDomains

Domain TP FP FN TNHate Speech Detection 912 78 96 1214Malicious Website Detection 845 64 88 1103Open Port Detection 790 132 75 980Suspicious Process Detection 868 95 82 1045

The results indicate that the Open Port Detectionmodule presents a higher false positive rate compared toother domains. This is expected due to the variability inlegitimate network configurations, where benign servicesmay be incorrectly flagged as vulnerable. In operationalenvironments, such false positives can lead to unnecessaryalerts and increased workload for system administrators.
In contrast, the Hate Speech Detection module showsa more balanced distribution between false positives andfalse negatives. However, false positives in this domainmay result in inappropriate content filtering, potentiallyimpacting user experience and platform fairness.
For Malicious Website Detection, the relatively lower



Noetzold et al. | Revista Brasileira de Computação Aplicada (2026), v.18, n.2, pp.32–48 45

false positive rate reflects the model’s ability to distinguishbetween benign and malicious domains effectively. Falsenegatives, however, remain a concern, as undetectedmalicious domains may expose users to security risks.The Suspicious Process Detection moduledemonstrates a balanced error distribution, benefitingfrom temporal modeling of system behavior. Nevertheless,both false positives and false negatives carry significantimplications, either by triggering unnecessary alerts orby failing to detect malicious activity.These findings highlight the importance of domain-specific threshold tuning and risk-aware calibrationstrategies. Instead of applying a uniform decisionthreshold across all modules, the system can be configuredto prioritize either precision or recall depending on theoperational requirements of each domain. This flexibilityis essential for deploying anomaly detection systemsin real-world environments where the cost of errors iscontext-dependent.
5 Conclusion
This study presented an anomaly detection frameworkintegrating deep learning techniques to identify securitythreats in multiple domains, including hate speechdetection, malicious website identification, open portvulnerabilities, and suspicious process monitoring.The methodology combined domain-specific featureengineering, preprocessing pipelines tailored to eachdataset, and model training strategies optimized foraccurate detection.The proposed system demonstrated its effectivenessthrough a structured training and evaluation process. Theresults confirmed that deep learning models trained withoptimized feature representations improved classificationperformance, achieving high precision, recall, andF1-score across all tasks. The Polygon Area Metric(PAM) provided a comprehensive assessment of eachmodel’s ability to balance different evaluation metrics.Comparative analyses against traditional models, suchas Random Forest and SVM, highlighted the advantage ofdeep architectures in handling complex patterns withinstructured and unstructured data.Beyond model performance, this work contributesto the field by formalizing a preprocessing strategythat standardizes data input, enhances feature quality,and mitigates class imbalance through techniques suchas SMOTE and min-max normalization. This ensuresthat anomaly detection systems maintain robustnesswhen exposed to new data distributions. The structuredapproach to training, which incorporated adaptivethresholding and real-time monitoring strategies, furtherstrengthens the applicability of the framework in dynamicenvironments.Another key contribution is the anomaly detectionpipeline, which defines a probabilistic classificationapproach using a detection threshold θ optimized foreach task. The detection mechanism enables real-time processing by leveraging batch inference andcomputational optimizations, making the system scalablefor large-scale security applications. Additionally, this

research demonstrated that integrating NLP techniques,such as word embeddings, into anomaly detectionpipelines enhances performance in text-based threats likehate speech detection.From a computational perspective, the proposedframework was designed with scalability and deploymentfeasibility in mind. The modular architecture allowseach detection component to operate independently orin parallel, enabling efficient distribution across multi-core and distributed systems. Batch inference andlightweight model architectures contribute to reducedprocessing overhead, allowing the system to handle high-throughput data streams without significant degradationin performance.Furthermore, the framework can be deployed acrossheterogeneous environments, ranging from high-performance servers with GPU acceleration to edge andIoT devices with constrained resources. This flexibilityenables adaptive allocation of detection tasks dependingon available computational capacity. In high-demandproduction environments, the system can be integratedwith stream processing frameworks and message queues(e.g., Kafka or RabbitMQ), supporting horizontal scalingand real-time data ingestion.These characteristics ensure that the proposed solutionis not only accurate but also computationally viable forlarge-scale deployment, maintaining low latency andefficient resource utilization even under continuous andhigh-volume monitoring conditions.To further improve the proposed framework andexpand its applicability, the following research directionsare suggested:
• Self-supervised Learning for Anomaly Detection:Investigate self-supervised and unsupervised learningtechniques to reduce dependence on labeled datasetsand improve adaptability to new threats.• Deployment in Distributed and Edge Environments:Explore the integration of this framework with edgecomputing and federated learning to enable real-timeanomaly detection in distributed systems.• Incremental and Online Learning: Developmechanisms to update model weights dynamically asnew data streams arrive, reducing the need for periodicretraining.• Explainability and Interpretability: Enhance modeltransparency by incorporating explainable AI (XAI)techniques, such as SHAP values and LIME, to betterunderstand how the system classifies anomalies.• Multi-modal Anomaly Detection: Extend theframework to combine multiple data sources (e.g., logs,network traffic, and system metrics) for improveddetection accuracy.• Adaptive Thresholding Strategies: Investigatedynamic thresholding mechanisms that adjustdetection sensitivity based on system behavior andcontextual information.• Scalability Analysis and Optimization: Conduct large-scale performance evaluations and optimize inferencestrategies to ensure efficient processing in high-throughput environments.• Integration with Cybersecurity Incident Response
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Systems: Evaluate how the framework can seamlesslyintegrate with Security Information and EventManagement (SIEM) platforms, enabling real-time monitoring and automated threat detection.Explore the potential for leveraging SIEM datato trigger dynamic response actions, improvingincident response times and enhancing the overallcybersecurity posture of the system. Additionally,consider the integration of machine learning modelsto predict and proactively mitigate potential threats,ensuring a robust defense mechanism.
Integration of Transformer-based Architectures:Future research involves exploring the adoption ofTransformers, such as BERT, which currently representthe state-of-the-art in many anomaly detectiondomains. While the current selection of CNN and LSTMarchitectures ensures a favorable balance betweenpredictive performance and low computational latencyfor real-time monitoring, investigation into optimizedTransformer variants, like DistilBERT or TinyBERT,remains a priority. Such models offer deeper contextualinsights while maintaining the inference efficiencyrequired for high-demand production environments.
By integrating a structured preprocessing pipeline,optimized model training strategies, and a scalableanomaly detection mechanism, this study provides afoundation for more efficient, accurate, and adaptablesecurity monitoring solutions. The findings andmethodologies outlined in this work contribute to bothresearch and practical applications, offering a systematicapproach to data-driven anomaly detection in networksecurity.
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